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How to Communicate Results of Risk Analysis

A young engineer fresh out of university, was hivg@ large oil companyOne of his
first tasks was to perform an economic evaluatibarooil reserve. With his classes in
probability theory and statistics still fresh inshinind, he performed the full range of decision
analysis calculations that included a full sensiyivanalysis, a Monte Carlo simulation, several
decision trees, and other methods. So after wefaksemse work, the young engineer reported
his results to his manager. Wanting to impressistifst major assignment, he created a
magnificent computer presentation with dozensidéslfull of frequency histograms, cumulative
probability charts, and other very scientific loogipictures. After the presentation, the manager
was silent for a minute and then asked: “This is/v@ce. But what should we do? Should we
drill or not drill?” (A similar situation happeneth the First World War, a military commander,
had just received the “new” tanks, which he hadereseen before. After three day of training,
he had only one question, “How do we harness aétwghis thing?”).

At this point engineer answered: “Based on my pholigtic assessment and given the
uncertainties in cost, production, and prices, thexa 67% chance that NPV will be less then $2
M”. If a politician used a similar sentence duriagoudget debate, it probably might convince
the audience of his high intelligence. From the agger’'s perspective the main question, to drill
or not to drill, had not been answered. The engiitneel just wasted his time. The feedback the
young engineer received after the presentationtadscus on old proven deterministic
techniques and not to bother with any uselessiivts that produced probabilistic fluff.

This situation, where the decision-maker and thesiten analyst are different
individuals, happens frequently. Here are two comsenarios:

1. You are a project manager and hire a consultaasloa member of your
project team to perform an analysis. You need thengadecision based on the
analyst’s report.

2. Opposite situation. You are analyst or consultaf\@ant to communicate
results of the analysis to the project manager.



Decision analysis reporting has a number of spe@§ues that differentiate it to regular
business communications. Here are the two mostrir@pissues:

1. People usually have difficulties making judgmentsew uncertainties, risks, and
probabilities are involved.

2. In many cases, decision analysis methods and anelgery complex. Many project
managers are unfamiliar with decision analysisty@od practice and they have
difficulties interpreting the results of quantitegianalysis.

In addition, project managers and analysts may dédferent motivational and cognitive
biases that they bring to these discussions. Iméxé section, we will provide a few tips on how
to best communicate the results of project deciaiwalysis, which should help to reduce the
opportunity for a biased decision.

Motivational Biases in Reporting Results of Analys

A senior engineer of a construction company suggestnew design for a large
underground structure that was part of the projeetwas involved with. According to his
estimates, the new design would require less nas$etie quicker to construct, and would
reduce vibrations of the nearby buildings duringnswuction. A technical committee was
supposed to review the two designs: the original @ame proposed by the senior engineer. The
committee requested a comprehensive analysis bfdl@rnatives. The engineer wanted his
design to be approved, so he furiously lobbiecchgse:

1. He talked separately with most of the memberseottimmittee before the
meeting to explain the benefits of his solution.

2. He had his subordinates perform the technical asialgf two solutions,
particularly, the calculation of amount of mategand construction duration.
He recommended reducing probability of events tbatd cause a delay in the
new design and increase the probability of the yieia original design.

3. He managed to invite people who were particuladgeerned about vibration
of nearby buildings to the approval meeting. Expéntvibration gave vivid
(remember our discussion about availability heuecjstlescriptions of what
could occur if the issue was ignored. This enstinatl this issue was viewed as
critical by the committee.

f \ This can be a very successful plan for
It is very hard to mitigate effect of anybody looking to get their project, plan or

motivational factors when you other agenda approved, but it is not a good
interpreting an analytical report. The decision analysis process. You can probably
solution is to establish the decision guess which design was approved by the
analysis process in the organization, committee, but was it the right choice? The
which would reduce influence of answer is: nobody knows. The committee was

kmotiva_tions factors on the decisic j presented a report that had been affectively
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“gamed” by the engineer to achieve his purposess tuite possible that the engineer’s design
was better, but as a result of engineer’s lobbyaogvities, the committee members became
biased against the original design, and could nofperly review the risks and uncertainties in
the projects.

Both analysts and decision-makers may haegéivational biases In other words, they
may have a personal stake in the results of thatyais. Remember, analyst are supposed to be
neutral, otherwise they become just another lohbyis

So in our example, the construction company haglcagstbn analysis process, but it failed
in this instance It didn’t fail because it selectied wrong alternative, it failed because the
selection was biased due to the efforts of therezagi More disturbing is that all the committee
members knew that engineer had a personal stak@nrdesign and that the analysis was
performed by his subordinates.

These things happen very often. In many caseslabtision-maker may favor the
alternative even before analytical report is presgnAnd even worse, the decision-maker can be
an administrative boss, who has power to overrid@ade the analyst’s findings.

So, are there any methods to reduce or mitigateftkets of these motivations and
biases? Unfortunately, by the time you get to #porting stage, it is much more difficult, but
here are some suggestions.

* If you are a decision-maker, you must try to cheariderstand all of the potential
motivational biases involved in the preparatiothi$ report. In business, it is
frequently impractical to request another reponteonove someone who may be
unduly influencing the decision-making process. ldegr, you can request
clarifications, additional analysis, and other mf@ation. If possible, invite
outside moderators and experts to review or abditéport. Remember, defining
probabilities is fraught with opportunities for @ryso perform reality checks for
all probabilities defined in the report;

* If you are an analyst, even you have not been ipgty influenced by
somebody, for various reasons, you may have yourlmases regarding this
project. Try to make sure that your personal peafees are not reflected in the
report and ensure that you include a section dasgrihe methods used for
assessing the project’s uncertainties and prohiakilyou identified.

This commonsense advice is easy to offer, butadiltfito put into action. A lot depends
on thecorporate culture and especially your ability to voice opinions apenly challenge
superiors. However, if the organization has anbdisteed a decision analysis process,
motivational biases should play a much smaller ke decision-making.

Put it into perspective

The weather forecast for tomorrow calls for a 3®ance of rain. Does this mean clear
skies ahead and you can leave the umbrella at lbosi®ould you carry it just in case? A similar
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situation exists in project management. You recaiveport that forecasts an 86% chance that
your project’s cost will be below $100,000. Whaeddhis mean? Should you budget for
$100,000, or more, or less? Is this good news dmigavs? If the report has simply said that the
cost of the project is $115,000, this is absolutédar (whether this is accurate is another
guestion). But if the results are expressed asghitibes, ranges, or distributions, they are much
more difficult to interpret.

Let us go back to the umbrella, how are going termeine your course of action? You
try to remember what happened last time the fotexadked for a 30% chance of rain, did it pour
or was it just a small shower? If it was just avgbg the umbrella won't be needed. However, if
you are risk-averse, you may take umbrella and weam jacket just in case. Obviously, for
different people, chance or probability has diffénenplications depending upon their subjective
experiences.

To overcome our subjective reaction to probabdifdrecasts, we recommend providing
clear comparisons between the alternatives, palgntising historical data to strengthen your
presentation. If you have two alternatives, on¢ geaerates $115,000 in revenue and a second
that generates $150,000 in revenue, but is sigmifig more risky, what is the best method to
show this?

Here are a few methods faisualizing the results of decision analysi€One of the
methods to report probabilistic information so tihad meaningful is to present statistical
distributions associated with different projectstib@ same chart, as shown on Figure 1. You can
clearly see that Alternative A revenue is lower émés only $115,000), but risk is also lower
compared with Alternative B. The distribution foltérnative B is much wider than for
Alternative A. Looking at this report, decision-neailcan easily compare the risk profiles of both

projects.
/\ Alternative A

Probbility

crnative B

o ——
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| Revenue (in $ thousands)

Figure 1. Comparison of two project alternatives
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The same chart is useful if you want to visualtze ¢thance that revenue (cost, duration,
or other parameters) will be less or greater theertain value. For example, draw vertical line
at $80,000 revenue. Now you can compare areagathrts left of the line. You will clearly
see that the chance that Alternative A would havemue lower than $80,000 is much higher
than chance for Alternative B.

Another useful tool is shown on Figure 2:

» The vertical axis of this chart represents revebugjt can also represent cost,
duration, or other project parameters.

* The horizontal axis represents the risk associatédrevenue as a result of
guantitative analysis. If we have the statistigatribution, we get some statistical
parameters, such as standard deviation, perce(filés P90, P99), and others.
These parameters can be used as a measure afkthe ri

» [Each circle represents a project alternative.

* The diameter of each circle represents an additmerameter for the alternative.
For example, if the chart shows cost vs. risk aased with cost, the diameter
may could represent the duration of the alternative

To illustrate how you can evaluate a project aliiue using this chart, split the area into
three zones:
1. High Revenue and Low Risk(Alternative A): it is always nice to see one of
the alternatives in this zone, unfortunately, qoiten this is an indicator that
some risk factors have not been accounted foraralternative

2. Balanced Revenue and RiskAlternatives B and C): high risk is associated
with high risk; low revenue is associated with losk.
3. Low Revenue — High Risk(Alternative D): alternatives with this combinatio

of risk and return should be first candidates &ection.
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Figure 2: Risk versus Return Chart

This chart is also extremely useful ageality check: if an alternative seems too risky to
be placed in the low risk zone, this can indichtg there is something amiss with the data used
in the quantitative analysis.

Another way to present alternatives is to combimegrt on &Gantt chart. In addition,
Gantt charts can be used to represent the prajeetisle with and without risks and
uncertainties (see Figure 3). The project scheditteout risks and uncertainties, even it is not
realistic, is a good reference point for the analys



| Project Schedule Without Risks and Uncertainties

Project Schedule With Risks and Uncertainties
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Figure 3. Gantt Chart that combines schedules avithwithout risks

In this example, you can see that risk and unc#itai significantly extend the project
duration.

Presentations must be meaningful

Have you even been in a meeting where the preses¢sra PowerPoint slide containing
a table with hundreds of numbers? The presenteallyshows a tiny number (usually cost)
somewhere in the middle table, which is used te@tbe point he attempting to make. After
pausing only a moment of so, he moves quickly atorgs next slide, believing that this
dramatic use of numbers will impress upon his aumidhe thoroughness of his analysis. This
quick transition may have left you a little befueldlas you are not quite sure what that number
actually indicated. But because everyone else ibngmand slowly nodding their heads, you
remain silent as you do not want to be the onlyiartbe meeting who is too dim not to grasp
the significance of the numbers. So, you just nogrynead like the others, Well, guess what, no
one else can understand the numbers either, sd justanod our heads so we don’t look
foolish. If you add quantitative analysis into the, the presentation can become even more
obscure. The presenter might as well be speakieglGwith Latin subtitles. Everyone
recognizes it as an impressive intellectual achvear@, but no one has a clue what is being said.
To avoid this scenario, here are few tips on hoprasent results of decision analysis:

1. Try to minimize the use of statistical terminology If you say that the ninety-
fifth percentile of the statistical distribution dérration is higher for the second
alternative, you can be sure that you are spedBnegk to most of your
audience; all that is missing is the subtitles. therbenefit of your audience, a
better way of presenting your analysis is to show bne alternative is 50%
more risky than the other one.




2. Try to minimize the use of humbersin your presentation, especially those
related to probabilities, correlation coefficiergycentiles, and other similar
parameters. People understand numbers that haferance point. Everybody
understands dollars or days, but we cannot beteateveryone in the
audience understands standard deviation. You samhis assumption by
simply asking your peers, “What units is standadiaion measured in?” The
answers will be enlightening. Still, key numbers aery important, so here is
an example of a table you can use to present shitseof your analysis (you
can also use a frequency histograms as shown ameFlg:

A comparison of revenue for two projects

Project A Project B
Deterministic (no risks and uncertainties) $100,000 $120,000
With risks (low estimate) $70,000 $100,000
With risks (mean) $115,000 $150,000
With risks (high estimate) $150,000 $200,000

Table 1: Example of the report table

3. Try to use only a few meaningful charts Quantitative analysis software tools
produce a whole bunch of different charts. Somiem are more intuitive,
some less. For example, cumulative probabilityglas we already mentioned,
are not very easy to interpret. Even tornado amdespliagram may cause
some confusion. We recommend that you use onlyple®f charts of the
types shown on Figures 1, 2, and 3. Finally, leative! Use whatever you
think will be the most appropriate for your report.

Expression of uncertainty

Probability is the relative frequency of an eveasdd on empirical evidence. If we have
this evidence and we have performed quantitatiedyars, we can come up with some certain
numbers (50% chance that project will cost $100,080wever, in project management, we
often do not have enough reliable data to assedmpilities. In these cases, people very often
useverbal expressions of uncertaintysuch as “possible”, “probable”, “may”, “unlikelyétc.
(Brun and Teigen, 1988). One of the problems ispleaple interpret these words differently.
Richard Heuer is his book “Psychology of IntelligerAnalysis” (1999) gives the following

example:

“Consider, for example, a report that there is tléi chance of the terrorist attack
against the American Embassy in Cairo at this tiththe Ambassador’s preconception is that
there is no more than one in a hundred chance, &eetect to not to do very much. If the
Ambassador’s preconception is that there may bmwash s one-in-four chance of an attack, he



may decide to do quite a bit. Term “little chanasconsistent with either interpretation, and
there is no way to know what the report writer ntéan

To illustrate the point, Heuer included the resdilan experiment with 23 NATO military
officers working with intelligence reports. They mgresented with the sentence like “There is
a little chance that ...”. They were asked to pueecentage associated with each verbal
expression of uncertainty. The experiment showsldoavn wide disparity in interpretation of
these words. We did our own informal experimendarhe engineers to see how their perception
if their uncertainty differed from that of the NAT@ficers. We asked 23 engineers involved in
oil and gas related projects to answer similar tjoies. Overall, the results were very close (see
Figure 4). Regardless of the area in which we wouk,perception of uncertainty, as expressed
in words, is very similar. The ranges of answeesvaary high. To check it out, you can do this
experiment in your organization.

Almost No Chance H

Highly Unlikely e

Little Chance

o

Probably Not *
o

——

Unlikely

Improbable

Likely ——
Probable #

Very Good Chance

R —
Highly Likely #
e

Almost Certain

0 10 20 30 40 50 60 70 80 90 100
Probability (%)

Figure 4. Perception of verbal definition of unearty

In some industries there are strict guidelinesndigg what specific terms mean. For
example, in the oil and gas industry, there isvarg well defined classifications for proven and
possible reserves. However, in most cases, thedelmes are not available. If you are an
analyst and need to express probabilities, trysonumbers rather than words. If you are a
decision-maker who reads the reports, ask the sinalyat does “little chance” or “almost no
chance” mean.

The power of fear

On September 2006, architect Nodar Kancheli gavemview to Moscow radio.
Shortly before the interview, he had been givenestynfrom the charges of criminal negligence
he faced. The changes were related to mistakdseiddsign of large Moscow water park. In
2004, the roof of the water park has collapsed eadsed the deaths of a 28 people. During the
interview, Kancheli mentioned that there was a rematvance that roof of Moscow’s largest
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arena could collapse during an upcoming Madonnaceonbecause of the sound from the
powerful speakers. While we are sure that Kancliag not seriously trying to panic the public,
the media took his words out of context and repbitte number of times. Due to the engineer’s
notoriety from the previous collapse, this lent lsiome credibility (at least in the eyes of the
public) as an “expert” in collapsing structures amelped this become a major news story in
Moscow. Despite this “expert’s” ominous warning, 8¢ana’s concert merely raised the roof
rather than collapsing it.

Sometimes we may report that there is a very sochalhce that a major or catastrophic
event will occur. There are some difficulties whvea do this. First, we cannot actually
comprehend probabilities on such a small scaleekample, if the chance of fire is 0.01% or
0.001%, what does that mean? Do you feel any nmepédiation due to the higher probability of
the former compared to the latter? Probably nobadls probabilities are so small that they will
not have any significant differences upon youragj although, the first one has a 10 greater
chance than the second one. On the other handyqold surely appreciate the difference
between 6 % and 60% chance.

Now, let’'s assume that you have a report on yosk dieat indicates that there is a remote
chance of some calamitous event. The report doggravide any concrete action plans;
therefore, it is your responsibility to furnish action plan. The best way to determine this is to
perform a reality check based on its outcome. Tin@lest way assess such an event is to create
a rough estimate of the expected value of evemtekample, an uninsured building that is under
constructions costs $200,000. The report tellsthatiover last year, of the 2000 buildings that
were constructed in the city, only one had a mfjer So the chance of your building suffering a
major fire event is 1/2000 and the expected lossldvbe $100.

In some cases, information about rare events lsatetl and used for guidelines or
regulations. For example, most bridges can sustdmnemely high flood waters, but data
indicates that once every one thousand years tin#ree a flood that will be high enough to
collapse the bridgaVe could build a bridge in such way that it wosldtain even the highest
forecasted floods, but it would increase the cestdramatically that it would not make any
economic sense.

Unfortunately, often there is not enough historitaa for this type of assessment
because there is no record of similar events havtregrred. Take our example from above, how
many times has an arena’s roof collapsed durirggla concert because of sound waves?
Scenarios like this make it very difficult to detene the probability of risk, but this is not the
main problem that you face.

Your main problem is that your judgment about th&bpbility of these types of
calamitous events can be tremendously influenceehiigtions, particularly fear. In many cases,
authors of an analytical report that includes anckaof a rare disastrous event are not trying to
create a panic; they just want to ensure that doesstbn makers are aware of all potential
dangers to the project, regardless of the remaaashthat they can occur. However, because
people are prone to over react to the threat adastfous event, quite often this psychological
effect is taken advantage of by individuals who mayt to promote a particular agenda. These
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individuals may be members of your project teant dfien they are the media, politicians, local
community activists, and other interested individuand organizations. Their concerns cannot
be discounted out of hand as they often have yalidts. For example ecological considerations
are often ignored, unless one of these interesteitep vividly demonstrates the destructive
effect a project can have on the environment.

So how should you deal assess the probability atcbme of such rate events? If your
own reality checks do not confirm the analyticadesssment of the event, ask for more
information. Has someone in your organization dedh this type of event before? Are there
other organizations that you can look to for infatran? Do you have any information about
analogous events? What is their probability? Iresas rare events with dramatic outcomes,
intuition is generally not the preferred instruméartdecision-making.

Summary

* Reporting the results of decision analysis is coraptd by the fact that decision-
makers have difficulties assessing informationtegldo probabilities, risks, and
uncertainties.

* While interpreting a report, decision-makers shdalg into an account that the
authors of the report have some motivational biables best way to deal with
these biases is to establish a decision analysceps in your organization.

* Visualizing the results of your decision analysseng a few intuitive charts will
help decision-makers understand the report.

e To simplify interpretations of the report, analyskt®uld avoid verbal definitions
of uncertainties (“possible”, “probable”, “may”, dmthers), minimize use of
statistical terminology, and present only the mimgtortant numerical results.

* Information about rare events with catastrophicsegiuences should be carefully
presented to avoid biased assessment. Reality €heak be required and
additional information can be requested.
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