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About RiskyProject Risk Register

RiskyProject is a project risk management software. RiskyProject can be configured as
standalone desktop software, which saves files to the set of files for each project, or enterprise
software, which saves data in the database. As the same installation package is used for both
desktop and enterprise versions of the software, switching from one version to another is quick
and easy. You can switch from one configuration to another using the RiskyProject License
Wizard. RiskyProject Enterprise is a flexible project portfolio risk analysis and management
system.

The enterprise system is comprised of three main components:

RiskyProject Server: The server contains the RiskyProject database. For the current version of
RiskyProject, the server can be run on a Microsoft SQL Server. The database contains all project
and risk data including Monte Carlo simulation results.

RiskyProject Enterprise Desktop Client: The enterprise client is required to perform
guantitative risk analysis and management. The client used with enterprise software can be the
Professional, Lite, or Risk Register modules. If enterprise client is RiskyProject Professional or
RiskyProject Lite, the enterprise client includes three Portfolio views: Risked Projects view,
Portfolio Gantt view and Project Portfolio view. These are portfolio-level views of project
schedules and costs.

RiskyProject
Risk Register
Optional
— Enterprise RiskyProject
Configuration Database
Microsoft h . . )
Project »  RiskyProject
Professional Export
Oracle Import
Primavera > > | A
I
Other _ )
Scheduling > RlskyPrOJect RiskyProject Files
Software Y, Lite Y, > (*ALM)
Standalone
desktop

configuration

RiskyProject Installation and Configuration

Before you start working with RiskyProject Risk Register, the RiskyProject database must be
configured and user names, passwords and portfolio settings must be defined. Please read the
RiskyProject Enterprise Administrator’s Guide for additional information.




Logging on to RiskyProject Risk Register

To logon to RiskyProject Risk Register, you must have a database connection set up.

To logon:

1. Launch RiskyProject. The Logon window opens.
2. Enter in your name and password.

3. Click OK.

To can recover your password if you forgot it. The temporary password will arrive to you by
email. To receive your temporary password you must enter in advance your email address and
your system administrator configured email system for RiskyProject. Otherwise you need to
contact your administrator by other means.
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Chapter 2: Managing Projects




About Organizing Your Project Portfolio

A project portfolio is organized similarly to how you organize a project, using summary tasks and
sub tasks.

Project Portfolio Hierarchy

In the Portfolio views, programs are represented as summary projects and their data is the rollup
of all projects listed under the specific program. You can open and close projects, but you cannot
create new project, just create a new row within a view. You can create new project using
RiskyProject Professional or RiskyProject Lite linked to the same database.

RiskyProject Risk Register
PROJECTS RISKS  INCIDENTS =
ect: Marketing: Trade Show, etc.
. H. EuE 9NUW, T
> £
Open Close Refresh  |Portfolio) Risked 3{ :{ >y éﬁ (7 RiskProject Intaver on Application
Project Project Portfolio Gantt |Projects Tutorial  the Web Look a a a
Projects Project Views Zoom Resources and Settings Ber bar In_dlcates the CIICk here to ClOSB
current project; project
| Project Name Priority Dur ‘ Start | Finish ‘ % done i Jul F
- Red bar indicates a -
1 | =&l Software Inception 81days 0701116 00:00 1012116 17:00 | 0% - .
| current summary project
2 [=) Business Plan 100% 21days  O7/01/16 00:00 07/31/16 00:0C [ 0%
P
3 [= Requirement Gather 100% 33days  08/01/16 00:00 09/15/16 00:00 | 0% ]
4 [ Project Planning  100% 32days  09/01/16 08:00 10/14r1617:00 | 0% .
E________/'N
5
& |4 Software Elaboration 52days  09/14/16 08:00 11/24/1617:00 | 0% Ppm———
= - . . ———1
7 [= Product Design 100% 41days  09/14/16 08:00 11/09/16 17:00 [ 0% .
N
8
9 | =3 Software Constructi J6days 1213116 08:00 01MTMT 47:00 | 0% p—
10 =) Software Developm 100% 25 daye  12/13/16 08:00 01116017 17:0 |00 [m—
1
12 |-l Al Software Transition 34days 0311317 00:00 04128117 00:0C | 0% p—
13 [= implementation and[ 100% 34 days  03(13/17 00:00 04/28/17 00:0C | 0% —
14 Marketing: Trade St 80% 27 days  03@2/1700.00 042817 00:0¢ | 0% [E—
An arrow next to the Current project name is
project name indicates italic -
‘ current project »
Ready User: Admin  Portfolio Gantt CAP MUM SCRL Wed, Oct 09,2019 5:25:49 AM .

Opening Projects

To open a project:
1. Select the project in one of the Project views.
2. Click the Projects tab, and in the Projects group click Open Project or,
« Double click on Project ID or
« Right click on Project ID and click on Open Project on the shortcut menu
The project will open in the Schedule > Project Views.

You can open summary projects or subprojects as long as you have permissions to do so.
However, if you open a summary project, you cannot add a project schedule or resources. You
may only manage risks associated with the summary project.
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3

If you open a placeholder project, it will not have any tasks or resources associated with it. Once you
add at least one task, resource or risk, it will become an active project. Each active project is
represented by a Gantt bar in the Portfolio Gantt view. A project can contain qualititative risks.

About the Current Project

Once you open a project it becomes the current project, and risk data that is added, modified or
deleted is added at the current project level. The current project is indicated by either a green bar
for project or red bar for summary project at the top of the RiskyProject workspace. The current
project is indicated with italics and an arrow [Z next to the project name as in the below example:

38 Product Development Scheduls

A red asterix symbol indicates that the project is currently being edited.

If the Current Project bar is not visible, then you are currently viewing the Portfolio. This is
especially important if you are in the Risks views, as this would mean you are looking at the Portfolio
level risk views.

Refreshing the Hierarchy

The hierarchy will be read from the database each time you open any Project view: Project Gantt,
Risked Projects, or Project Portfolio. If another concurrent user has modified the hierarchy while
you are in any project view, you may need to refresh the project portfolio.

To refresh the project hierarchy:
1. Click the Projects tab.
2. Click Refresh Portfolio.

Locking and Unlocking Projects

Only one user can open a project at a time. Projects will be locked for all other users if somebody
opens a project. Locked projects are indicated by an icon E&l next to the project name. A project
will be automatically unlocked when a project is closed.

If a project is locked it can be unlocked by an administrator. As an example, it may be necessary
to do so if a user left the project open for a long time period.

To unlock a project or group of projects:

3. Click the Projects tab. In the Project Views group, click any Project view.

4. Select the project you would like to unlock.

5. Right-click on the project ID and from the shortcut menu, click Unlock Project.

11



Modifying Projects

You cannot modify project schedule in RiskyProject Risk Register. It can be done using
RiskyProject Professional or RiskyProject Lite linked to the same database. However you can
modify project start and finish times if the project does not have a project schedule.

Closing a Project
To close the Current Project:
1. Click on the X on the Current Project bar at the top of RiskyProject workspace,
2. Click the Projects tab and then Close Project, or
3. Right-click on the project ID and from the shortcut menu, click Close Project.

If the project has not been saved, you will be prompted to save changes.

Copying and Pasting a Project
You can copy projects and paste projects in your portfolio.
To copy a project:
1. Inany Project view, select the project that you want to copy.
2. Right-click and choose Copy from the shortcut.
3. Select a row in your portfolio where you want to place the copied file.
4. Right-click and choose Paste. The copy of the file is placed in the new location.

. If you select a row with a project in it, the project will be inserted above the selected
row. It will not overwrite the existing project.

« By default, the copy of the project will have the same name. You should rename the
copy.

Deleting a Project
Deleting a project deletes it from both the hierarchy and the database.

To delete a project:
1. Inany Project view, select the project that you want to delete.
2. Right-click and from the shortcut menu choose Delete. The project will be deleted from the

database.
@ e You cannot delete the current project. You must close a project before you can delete it.
¢ You must have appropriate permissions to be able to delete a project.

12
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About the Project Views

The desktop client for RiskyProject Risk Register comes with two views:

« Portfolio Gantt
« Risked Projects

About the Portfolio Gantt View

The Portfolio Gantt view is a Gantt chart view of your project portfolio. In the Portfolio
Hierarchy you can view your programs and projects. If you have permission, you can also modify
the hierarchy by adding, deleting, moving etc. programs or projects.

Double-click on a Gantt bar to view detailed information about a selected project. See Viewing
Project Details in the Portfolio Views for more information.

Using Portfolio Gantt view you can visualize:
« Projects with risks and uncertainties alongside original project schedules
« Low and high project durations
« Project performance - tracking bars will be shown
« Low and high project results, which may be shown separately

This information can be presented only if Monte Carlo risk analysis of project schedule is
performed in RiskyProject Professional or RiskyProject Lite linked to the same database.

To view the different settings listed above on the Portfolio Gantt view:
« Right-click on the Gantt chart

« Make a selection from the shortcut menu: show current schedule, show both
Low/High Results, etc.

About the Risked Projects View

The Risked Project view shows the relative risk associated with a project versus project duration
or total project cost. The risk is expressed as:

« project standard deviation of task duration or cost

e maximum or minimum values

« ranges: the difference between maximum and minimum values
« percentiles, or Project Value at Risk (PVatR™).

In a well-balanced portfolio, different projects will have similar levels of risk. However, if the
relative risk associated with a project is higher than similar projects, the project should be flagged
for additional analysis. Alternatively, if a project has less relative risk, it may represent an
opportunity where additional cost or schedule risk could be transferred to it to mitigate projects
with higher risk in your portfolio.

Risked Projects view is implemented similarly to Risk Chart view for the project schedule. Risk
Chart view shows a bubble chart for the tasks, while Risked Projects view shows a bubble chart
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for the projects. To read more about how to view and use the Risked Projects view, see Risk
Chart in RiskyProject User Guide.

Viewing Project Details in the Portfolio Views

You can view general project information as well as the simulation results for projects .

To view project details:

e Right-click on the Project ID and select Project Details from the shortcut menu.
e Double-click on a project’s Gantt bar on a Project Gantt view

The general project information for the selected project will open. This information shows results
of Monte Carlo simulations which can be done in RiskyProject Professional and RiskyProject

Lite.
r ~
Project Informaticn [&J
Project Development [ erinrity. nge, =
ame: Project Risk Score Meters
Description:
Project
Manager:
Company: Project Created: 12112116 20:26
Division: Project Modified: 121216 20:29

Start Time Duration Project Finizh Time Total Cost

Mo Risks Cur. Schedule |04/13/20 08:00 14.29 mon 05721 14:41 - -
Low 04113720 08:00 14.65 mon 05/26/21 16:48 Simulation results for
With Risks Base 04/13/20 08:00 16.35 mon 07113121 17:00 selected project
High 04/13/20 08:00 18.53 mon 0913121 13:04 1 o
Cost \
51% chance that Cost will be less than 53% chance that Finish Time will be 53% cha at Duration will be less
1,314,393.94 (3) less than Jul 13,2021 n 16.31 (mon)
{J [} [}

5. | . 15% | 20%

| 24% I I
cral I Eeq 12% £ 16%

L18% - -
75 . 19% 60 L1293
50 | S 6% 40 | L 8%

[ 20 - -
25 | | 6% | 3% 20 | 4%
0l | Rl I..L_o% 0 L0% 0l | .I Lo%

750,000.00 1,000,000.00 1,500,000.00 10.00 1250 1500 1750 2000 2250
Cost (3) Apr (May|Jun [Jul |Aug|Sep|Oct Mov De Duration (mon}
Statistical Data for Work
oK Cancel
L
[ aas ) ¢ Double-clicking on any chart will bring up the detailed view for each chart.
¢ You may update priorities, project name, description, and other project information here.
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About Project Priorities

The Priority field indicates the level of importance given to the project. The project priority is
then used in calculating the risk score for the project. Projects with higher priority will be given a
higher weighting in calculating the risk impact.

Priority levels range from 0% - 100%. The lowest priority is 0%. The default priority is 100%.
Summary projects (programs) don’t have priorities.

Priorities can be changed in any Project view: Portfolio Gantt, Risked Projects, and Project
Portfolio. You don’t need to open individual projects to change the project priority. You must
have appropriate permissions to change a priority:

« Administrators can change priorities for any project
« Managers can change priorities in projects for which he/she has permisson
« Users cannot change priorities

Project priorities are used in the following calculations:

1. Project risk scores for non-schedule risks are multiplied on project priority. Read The Project
Risk Score and Project Ranking for more information.

2. Risk impact is multiplied on project priority. Here is an example. The project with project
priority 50% has a summary project:

Project Name Priority

Summary Project

Project #1 50%

Project #1 has a risk assigned to it. For Project #1, the risk register would look like:

Risk Name Probability Impact Score

Risk 1 50% 80% 40%

A risk register with the same risk for a summary project would look like:

Risk Name Probability Impact Score

Risk 1 50% 40% 20%

The risk impact is multiplied on Project #1 priority = 50% for the summary project only.

@ To reflect project priority in the risk impacts you should open, recalculate and save the project.

15



About Project Risk Scores and Rankings

Project risk scores represent the level of risk in the project. The project risk score allows you to
compare and rank projects based on their risk exposure. Project risk scores are shown in the
Portfolio Gantt and Project Portfolio views.

RiskyProject calculates three risk scores separately:
e Forduration
e For cost

e For non-schedule risk categories

How Cost and Schedule Risk Scores Are Calculated

Project duration score is calculated using the following formula:

Risked Duration

Original Duration

Where:

Risked Duration — could be mean project duration as a result of analysis, mean project duration
plus a standard deviation of duration, or a certain percentile of the entire project duration.

Original Duration - Original (baseline) project duration with no risks and uncertainties
o If the project does not have duration risks, the Duration score will be equal 1.
o If the Duration risk score is > 1, the project has threats related to duration.

o If the Duration risk score is < 1, the project has opportunities related to duration.

How Non-Schedule and Cost Risk Scores Are Calculated
Risk scores for non-schedule or cost risks are calculated in the following manner:

1. For each project and category there is an array for risk results. For example, if there are two
risks “Quality of installation” (probability 50%, impact 30%) and “Quality of manufacturing’
(probability 20%, impact 40%), the array for the quality category may look like this:

B

Iteration | Cumulative Impact
1 0

2 30% + 40% = 70%
3 30%

4 0

5 40%

6 0
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7 0
8 30%
9 30%
10 30%
2. The mean of this array is calculated and multiplied by the weight for each non-schedule risk
category
3. The sum of values from Step 2 is calculated for the particular project for all risk categories;
this number represents the absolute non-schedule risk score for the particular project.
4. Absolute non-schedule risk scores for all projects are normalized in such a way that:
e if aproject does not have any risks, the score will =1
e if aproject has opportunities, the score will be < 1
e if aproject has threats, the score will be > 1.
In this way the risk scores for non-schedule risks will be compatible with risk scores for
duration and cost.
Risk Meters

Project risk score factoring in duration and cost only is displayed using the Risk Meter in Project
Summary view and the Project Information dialog (see Viewing Project Details in the Portfolio

Views).
Click here to view or
adjust calculation
represents formula or scale. You can
opportunity make adjustments only

in Project Summary

View.

Actual project risk
score number
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Chapter 3: Managing Enterprise Risks
and Incidents
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Introduction to Managing Enterprise Risks and
Incidents

The Risk Register and Mitigation/Response Plans in RiskyProject Enterprise behave in a manner
similar to the standalone desktop version of RiskyProject. However, there are a number of
important differences:

Each time you add a risk to the Risk Register in RiskyProject Enterprise, it will be instantly
saved to the database. You can add risks using the Risk Register view.

Similarly, if you add mitigation or response plans, these will be instantly saved to the
database and shared between different projects.

You must have permissions to add, modify or delete risks, mitigation, and response plans.

Once added to the register, you can share risks among different projects based on their
portfolio visibility (approval) settings.

You may choose to assign risks to specific projects, summary projects, or the enterprise level
of the project hierarchy.

You can assign different probabilities and impacts for the same risk to different projects or
levels of the hierarchy.

Risks can be visible (approved) in some projects and hidden (not approved) in others.

Risk may have documents associated with them - documents can be any files, including files
found in Microsoft Word, Microsoft Excel, Microsoft Power Point, JPEG or Bitmap images,
PDF files, among others.
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Risk Register

The Risk Register is a set of all the project risks. You can enter risks in either the Risk Register
views:

View risks hierarchy based on
the different parameters,
categories, owner, manager,
open/closed, etc.

PROJECTS INCIDENTS
= « BB HBE 5 O [ -
Filter risks based 0 L = ~ = =5
A R Copy [y Format atrix
on their properties Risk | Risk Mitigation Risk  Refresh Calculate Risk ) Risk Prabability Waterfall Review History
Undo  |Regisjer| Report Response Matrix Categories [E5 Default Properties Form and Impact Diagram
Clipboard Risk Views Settings Properties

Dashboard

| |"z’l||%l||‘=gl||% Hierarchy based on: |No Hierarchy -

Fiter . / /
L

General rigk information \ | Current Probabilities and Impacts Calculated Results: Pre-Mitigation
. . . —\ 1 T
Click Risk Register  |ame ~[[opd ~ [ S isk E = |[imo:R] ~ || mp:( ~ || Riskassignea 7o~ || proba ~ [ mpad ~ || score (|| score |
i i i ort risks
to view risk reglster longer Open Ris N 3 2 Software Developmer 3 4 12 —1
| alphabetically or on ]
test Open Ris . l4 1 - Product Design 4 rd -] |
risk ID
F T Uelay n gewng updated reguirements Open Ris 5] - 4 2 & —
4 |[@ Requirement changes Open  Risk %7 Threat i 2 - Assigned to 2 project: 4 2 3 |
5 |[@ Competition on the market place Open  Risk %7 Threat - Assigned to 2 project: 4 2 3 |
6 |[@ Failed intergration with third party software  Open  Risk €7 Threat 2 3 - Product Design 3 2 (-] (|
7 | Key software developer left a team Open Risk %7 Threat 2 1 3 - 2 3 (-] (|
8 | Failed software installation and configuratioln Open  Risk %7 Threat - Software Transition 1 - 5 (|
9 | Calculation algorithm has limitations Open Risk %7 Threat - Assigned to 2 project: 1 4 O
10 |8 Delay in financing Open  Risk .{7 Threat 3 1 - Project Planning 4 1 O
11 |E@ Unittest found serious bugs Open  Risk .{7 Threat - Software Developmer 4 1 O
12 |[@ Product champion iz not available Open Risk Q;,_hreat 2 1 1 _ ]
13 |@ Delay in davel-mmj “edocumestatioc Open  Risk & Threat 1 2 4 - Risks are ranked o
14 |[@ softwarsrepd RISk hierarchy pen  Risk %“hreat 1 2 1 based on their ]
P P - - . - I scores [ Jﬂ
4 3
@ Probiimpact Properties
Ready User: Admin  Risk Register CAP MUM SCRL Wed, Oct 09,2019 8:31:32 AM .

Use the Risk Register to:
1.
2.

View risks with their attributes such as probabilities, impacts, scores, and properties.
Create a risk register hierarchy based on:
Risk categories

« Open/Closed risks

« Risk/Issues/Lessons Learned

« Risks assigned to managers

« Risks assigned to owners

« Threat mitigation or opportunity mitigation strategies
« Assigned/Unassigned Risks (active or inactive)

« Hidden and Visible risks

3.
4.

Data for the Risk Register can be subdivided into three categories: risk registry, risk
mitigation/response plans, and settings:

Rank risks based on risk score.
Sort risks alphabetically or using risk 1Ds.
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Risk Register

Risk 1 with attributes:

General Risk cost Probabilities Mitigation /
Information and impacts response plan

A

assignments

Risk history Risk reviews Custom
properties

Risk 2 with attributes

Risk 3 with attributes

Mitigation or response plans

Plan 1 with attributes

Plan 2 with attributes

Risk Register Settings

Risk Categories Default Risk Risk Matrix Risk ID
and Outcomes Properties settings generation rules

Defining columns for Risk Register

You can modify the Risk Register by inserting, modifying or hiding columns depending on the
type of information you would like to view. The Risk Register view allows you to define the
upper header for the group of columns. The upper header can have two rows of text and a tooltip.
It can have different background colors, outline colors and text colors. There are two pre-defined
upper headers: Pre-mitigation and Post-mitigation.

1. Open the Risk Register and right-click on a column header.

2. From the shortcut menu, choose how you want to modify the column:
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« Hide
« Insert Column Before or After

« Modify: field type, field title, title and data alignment, width, upper and lower headers
text and color, and number of columns in the group with the same upper header.

General Rigk Information
'S Risk Name, Open and Closed Risks, etc

\ Risk Name ~ || Ope| |Ri5lo'lssu ~ || Threat/t| = | | Pro| = |

==

In the Risk Register, you can define
the upper header for the group of
columns.

The upper header is defined by
modifying the left columns in the
group of columns.

[ Draw horizontal separator between two lines

Backgrdund Color | Qutline Color Text Color Default Colors |

Current cogimn
Field Type:

|Risk Mame ﬂ -
| Risk Name

Center b AlignData:  |Left b
Width: ’F :I

Background Colr | Outline Color | Text Color | Default Colors |

A ¥
A )

Lower column header

Field Title:

Align Title:

General Risk Information

Risk Name, Open and Closed Risks, etc. An eXample of how the upper header

will be displayed.

Risk Name

&
T
o
z
i
3
n
c
5
il
brs
=
@
@
=4
i
3
n
[s]
o
i
3
o
3
a
=}
=
]
il
o
=
&
3
n
a

Adding risks to the Risk Register
1. Click the Risks tab. On the Risk Views group, click the Risk Register.
2. On the Risk Register, click an empty row.

3. Enter a unique name for the risk. The risk is now added to the register.

Deleting risks from the Risk Register
1. Click the Risks tab. On the Schedule Views group, click the Risk Register.
2. Select the risk you want to delete. You can select a single risk or multiple risks.
3. Right-click on the Risk ID and choose Delete Risk from the shortcut menu.

Updating risk properties for individual risks
To modify the risk properties using the Risk Register:
1. Open the Risk Register.

2. Click on the risk properties and make desired changes.

Updating risk properties for a group of risks

You can define the same risk properties for a group of risks at the same time.
1. Open the Risk Register.
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2. Select the risks to which you would like to add properties.

Right-click on the risk ID and select Risk Properties.

4. For each property, add a value as required. If properties are different for the selected risks,
you will be shown with *******x

Filtering and sorting risks using the Risk Register
The Risk Register offers powerful tools for filtering and sorting risks:

Filter and sort the Risk Register based on the content of each column. To filter or sort,
click on the box with the arrow to the right of the column name. The Sort dialog box

opens. You can sort the alphabetically or select risks with certain property values, e.g.
show only open or closed risks.

Click here to sort Risk Register based on content of this

This icon shows that Risk Register is
sorted based on content of this

__| column. You can select risks with certain property values column.
\ Pr&r.ﬁtigat}n\/
Risk Name: “"IVOpe - |Risk.l'lssu h |Threat-'t - || Pro| ~ |Irnp h |Sct - | Score \4
1 | Delay in Financ{ " SortAto Z Risk %'hreat B5.0% 599% 389% [
2 @ Motenoughtinf{ ¢ SortZto A Risk < Threat -25.3% 255% [
3 |@ Otherrisks, reig - Disable Sort Risk o Threat  [200% | 67.8% 136% [1
4 @@ Delay in patent | Select Value = Risk & Threat |38.1% (9.9% | 3.8%
S [ Risks affecting || 2{ SelectAl —| Risk o Threat | 4.0% |344% 1.4%
8 |[@ Costinformatiof| B Closed Risk & Threat  553% (0.0% 0.0%
7 | Delay in getting 5 Open Risk €7 Threat - 0.0% 0.0%
8 |EE Lackof knowle Risk {7 Threat 900% [0.0% 0.0%
9 | Motenough dat Risk 67 Threat - 0.0% 0.0%
10 | Not enough dat Jj Risk 67 Threat 20.0% 0.0% 0.0%
11 |[@ Problem with hi Ll—l 0 Risk %'hreat 15.0% 0.0% 0.0%
12 |[@ Sekctedname| | OK |  Cancel | | Rmisk L Threat |30.0% [0.0% | 0.0%
13 |[] Staffturnover Closed Risk {;ﬁhreat 0.0%  0.0% 0.0%

Find a risk based on the actual value of a risk property using the Find Risk dialog (Filter
button) at the bottom of the Risk Register. You may combine different risk properties
using AND or OR.

. . i . (A7 [Z] o
Sort the risk register alphabetically using 24) and & buttons or based on pre-mitigation

risk score using the 3 button. You may also sort the Risk Register based on Risk ID.
You can filter risks that affect different risk categories. Risks can affect:

duration
finish time
cost
success rate

non-schedule risk categories.

RiskyProject calculates the combined impact of risk on all risk categories. Pre-mitigation and
post-mitigation risk impact, probability and score are displayed for selected risk categories.

Use tabs to create multiple views of Risk Register

You can create multiple tabs to create different views of the Risk Register. These tabs are shown
at the bottom of risk register. Each view may have different set of columns, different headers, or
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different sorting and filtering settings. For example, in one tab you can show risk names and
description sorted alphabetically. In another tab, you can show risk probabilities, impacts, and
scored sorted based on risk score. This way you can easily switch between different views of the
risk properties. In addition, these views can be used to generate multiple risk register reports.

11 | Problem with hiring Open Risk %'hreat
12 |[@ Selected name is taken Open Risk %_hreat
13 |[] Staffturnover Delete reat
Rename Right click on the tab to Delete, Rename, Copy, Move, or
p Move or Copy.. change color or the Tab
Default Closed Risks Tab Coler
Create new
tab

The Risk Register tab settings are saved for each project. You can also save the current tab
settings as the default for all new projects:

« Right-click on any header
« Click on Save Column Layout

e With the Risk Register views you can rename risks and copy risk information to the clipboard. You may
also copy and paste risks inside the Risk Register.

e You can export the complete risk register or selected risks to Excel by click on File > Export > Microsoft
Excel

About Risk Categories, Probabilities and Impacts

Risk Categories

Risk Categories are a group of risk outcomes. RiskyProject calculates risk probabilities, impacts
and scores for each category. The default risk categories are:

« Duration

. Cost

« Safety

o Environment
« Legal

o Performance
« Technology

RiskyProject calculates the score and rank for all risks in each risk category. You can view risk
scores and rankings for each risk category or for all categories.

In the Risk Register, Risk Matrix, and Risk Report you can view
risks associated with a specific risk category

T
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You can customize the risk categories in the Risk Categories dialog box. For more information
about customizing risk categories, read “Managing Risk Categories and Outcomes”.
Risk Outcome Types

A Risk Outcome Type is the result if a risk occurs. While every risk category must have a least
one outcome, they can have several. For example, one of the default risk categories is Legal. You
may want to further define the outcome types as Litigation Risk, International Legal Risk, etc.

You can customize the set of outcome types using the Risk Categories dialog box.

The set of risk outcome types are different for qualitative and quantitative risk analysis. For quantitative risk
analysis, RiskyProject automatically adds a number of schedule-specific risk outcomes, such as restart task, fixed
cost increase, etc.

Risk Probability and Chance

Risk Probability is the calculated chance that an event will occur. You can view risk probability
in the Risk Matrix, Risk Register, and other views and dialog boxes. Risk Chance is the input
parameter for risk probability. Risk chance (input parameter) and risk probability (calculated
attribute) can be different; particularly when a risk has multiple mutually exclusive alternatives as
risk chance is an input parameter for each alternative. In these cases, Risk probability is
calculated based on the risk chance for each mutually exclusive alternative.

Risk Outcome

Risk Outcomes indicate the severity of a risk event for the specific risk category. You need to
enter risk outcomes when you define risk chance and outcome type. For example, here are the
default risk outcomes for the risk category Schedule:

r — - - . -
Risk Information — - — - @
Properties Probabilties and outcomes ]Custom Properties | Mitigation (Waterfall Diagram) ] Risk Review History
Risk name: [Low qualty componient Risk ID:  [RODD0OOOT
Alternatives Threat/Opp... Chance Outcome Type Outcome |i‘
_ | Critical: = 1 year delay j

Negligible: < 1 month delay

Default list of risk outcomes can be customized in Minor: 1-3 months delay
Moderate: 3-6 months delay
Serious: 6-12 months delay

Format Risk Matrix dialog.

Outcome types can be a label (e.g. Critical > 1 year delay) or a percentage (e.g. 5%), or a
combination of both. You can set how you want to enter and view risk outcomes in the Format
Risk Matrix dialog box. Each label is associated with percentage, which is the midpoint of the
interval for each label:

Label Interval Midpoint
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Negligible: < 1 month delay From 0% to 20% 10%
Minor: 1-3 month delay From 20% to 40% 30%
Moderate: 3-6 months delay From 40% to 60% 50%
Serious: 6-12 months delay From 60% to 80% 70%
Critical: > 1 year delay From 80% to 100% 90%

When you define outcome types as a percentage, you can enter it as any number from 0% to
100%. In this scenario, it will be associated with a label based on the interval to which this
percentage belongs. For example, 76%, corresponds with the “Serious: 6-12 months delay”
outcome type.

In RiskyProject, risk outcome types can be probabilistic. You can define a statistical distribution for outcome types
and perform Monte Carlo simulation even it is part of qualitative risk analysis. For more information about
probabilistic risk outcome types, read "Uncertainties in Risk Outcomes"”.

The diagram below shows the relationship between risk categories, risk outcome types, and risk
outcomes.

Risk Category
Duration
Cost
Legal » Risk Outcome Type
----- Litigation Risk »  Risk Outcome

International Legal
Risk v

Expressed as labels

Expressed as a

Percent
Very low
Low 5%
Medium
High

Threats and Opportunities

Risks can be threats, opportunities or both. Threats and opportunities are defined for risk
assignment depending on results of the risk outcome. Negative risk outcomes mean opportunities.

Example 1:
risk: Change Requirements
Outcome: Fixed Delay
Result: 2 days
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This is a threat
Example 2:
risk: Change of technology
Outcome: Delay in technology introduction
Result: -10% Low

This is an opportunity: a negative number indicates that this is an acceleration rather than
a delay of the technology introduction

Example 3:
risk: Chance of supplier
Outcome: fixed cost increase
Result for mutually exclusive alternative 1: $30,000
Result for mutually exclusive alternative 2: -$20,000
This is both a threat and an opportunity depending upon the supplier.

You can have different sets of labels for threats and opportunities for a risk category. For
example, for the risk category Schedule, a threat outcome type can be “Critical > 1 year delay”,
for an opportunity it can be “Critical > 1 year acceleration”. If you want to enter opportunities,
you need to enter a negative percentage (e.g. -25%) as the outcome type.

Risk Impact

Risk impact is the calculated result of the risk event. Risk outcome (input parameter) and risk
impact (calculated attribute) can be different, particularly when a risk has multiple mutually
exclusive alternatives, in which case the risk outcome is a parameter of each alternative. Risk
impact is calculated based on the risk chance for each alternative.

The diagram below shows the difference between risk chances and outcomes (input parameters)
and risk probabilities and impacts (output parameters):

Risk 1 has multiple outcomes: for different categories and different mutually exclusive alternatives

Outcome Chance Integrated probability and impact for
all parameters

Calcu

lation J

Safety — 70% Safety — 30%

Schedule —50% || Schedule — 30% Impact - 70% Probability —30%

Cost — 50% Cost — 30%

Risk Score

Risk score is a calculated parameter that equals probability multiplied by impact. Risk score is
calculated for each risk category as well as all risk categories.

Original, Pre-, and Post-Mitigation Probabilities, Impacts and Scores

RiskyProject calculates four sets of probabilities, impacts and scores for each risk category
as well as for all categories. You can view all sets of probabilities, impacts, and scores in the Risk
Register.
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1. Original: when risk chance and outcome are defined. This information is saved in Risk
History. If you want to change original probabilities, impacts and scores, you would need to
make modifications in Risk History using the History tab on the Risk Information dialog box.
They are read-only in Risk Register.

2. Current: reflects most recent changes to probability and impact for each category. They are
editable in Risk Register for pre-mitigation probabilities, impact and scores, and read-only
for post-mitigation probabilities, impact and scores.

3. Pre-Mitigation: Pre-mitigation probability, impact and score. They are calculated values
based on probabilities and impact of each individual category and read-only in Risk Register.

4. Post-Mitigation: Pre-mitigation probability, impact and score, with changes due to
mitigation plans. They are calculated values based on probabilities and impact of each
individual category and read-only in Risk Register.

To define columns click on Risk Register header and select column from drop down list.
Columns for probabilities and scores are defined similarly.

Risk Properties
Risk Properties are other risk attributes, which include:

« Risk Name, ID, description, statement, objectives, assumption, cause and trigger
« Open/close risk

« Risk life cycle status: Risks, issues, lesson learned

« Risk ownership

« Risk mitigation strategy

« Risk costs

« Risk start and end date

« Other information about risk

Some risk properties are predefined as General Information about risk and Risk Costs. However,
you may define any other risk properties.
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Risk Mitigation and Response Plans

You can model risk mitigation or response efforts in RiskyProject using the Mitigation or
Response View. Response plans are activities that are executed when a risk occurs and are used
for quantitative risk analysis. Mitigation plans are actions that are performed to minimize risk
probability and/or impact and can be visualized using the Risk Mitigation Waterfall diagram.

A mitigation or/and response plan must be assigned to a particular risk. Please read “Assigning
Risk Response Plans” and “Assigning Mitigation Plans” for more information.

Creating a mitigation or risk response plan

3

1. Click the Risks tab. In the Risk Views group, click Mitigation/Response Plans.

2. Enter the mitigation or response plan name. Summary entries will help you to organize
information, but they are not considered a mitigation plan.

Select either Mitigation or Response plan

4. For Response plans, enter an Outcome Type and Outcome of the response. The outcome
types are automatically populated based on the list of outcome types.

5. Enter the Cost of the mitigation or response plan

6. For Mitigation plans, enter the default reduction of probability and impact if the mitigation
plan is assigned to the risk.
For example, a mitigation plan reduces probability on 5% and impact on 10%. If a mitigation
plan is assigned to the risk that has 45% probability and 30% impact before mitigation, the
risk will have 40% probability and 20% impact after mitigation.

7. Enter the mitigation or response plan description. If you double-click on a
mitigation/response plan ID, the Mitigation or Response Plan Description dialog box will
open.

A mitigation or response plan can be assigned to multiple risks. The cost of mitigation or response plans will be
included with each risk.

Creating Summary and Sub-plans

Mitigation plans can be composed of Summary plans with associated sub-plans. This can be very
useful if your mitigation plans have several activities or steps that have distinct costs and
outcomes that you want to monitor items separately.

Summary plans have names only and do not have Plan Type, Outcome Type etc. Summary and
sub-plans are defined using the Indent and Outdent commands similar to Summary and Subtasks
on the Gantt Chart.

To create a sub-plan:
1. Enter a name for the Summary plan.
2. Click the row below the plan

3. Enter a name for the plan.

30



RiskyProject Risk Register User’s Guide

4. Right-click on the plan and on the shortcut menu click Indent. The plan now becomes a sub-
plan of the mitigation plan.

5. Enter information for the sub-plan.
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Risk Attributes

About Risks

Each risk in RiskyProject can have a number of attributes. Some of the most common attributes
are predefined and are found in the Properties tab of the Risk Information dialog box; however,

you are not required to complete all of them. The information required should be defined as part
of your risk management plan.

General Information includes:

Risk Name: the risk name for each risk must be unique. Names are case-sensitive.

Open/closed risk: open risks are active risks that may occur. Closed risks are those risks
that are no longer active because of risk response or other factors or measures taken.
Closed risks may contain important information and should not be deleted from the risk
register..

Risks, issues, lessons learned: risks are events that may or may not occur and have a
probability between 0 — 100%. Issues are events that have already occurred and require a
response. Lessons learned are events that occurred in the past and have a history
associated with them. When you add a new record to the risk register, by default it is a
risk.

Risk statement, objectives, assumption, cause and trigger: contain textual information
about risks.

Risk ownership: includes risk manager and risk owner. You may define other custom
fields for risk reviewer, recorder, and other participants in the risk management process.

Risk mitigation strategy: you can enter mitigation strategies for threats and/or
opportunities. Status of threats and/or opportunities are automatically calculated when
you enter risk probabilities and impacts. If the risk is only a threat, you will only be able
to enter strategies for threats and vice versa. For more information about threats and
opportunities, read “Risk Probabilities and Impacts”.

Risk start and end date (risk sunrise and sunset): dates between which a particular
risk is active.

Risk ID: Risk ID can be automatically generated when you create a new risk. You may
sort the Risk Register based on Risk IDs. You can overwrite the automatically generated
risk ID. Rules for risk ID generation are defined in Risk Options. To view Risk Options,
click the Schedule tab. In the Settings group, click Options.

In the case of quantitative risk analysis, changing a risk from Open to Closed, from Risk to Issue or
Lesson Learned will affect risk probability and impact. For more information about this please read
"Assigning Risks to Task and Resources”.

You define the default risk mitigation strategy and default time between risk sunrise and sunset in the
Default Risk Properties dialog box (Risk tab of the ribbon, Settings pane).
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Risk Probabilities and Impacts

There are two ways probabilities and impacts can be defined in RiskyProject:

« You can define chance and outcome for each risk in the Probabilities and Outcomes tab
of the Risk Information dialog box.

« You can also define risk chance and outcome directly in the Risk Register grid. However,
in this case, risk cannot be assigned to any tasks or resources. If risk is already assigned
to at least one task or resource, you will not be able to modify chance and outcome using
the grid and the Risk Information dialog box will appear. This method is preferable for
gualitative risk analysis and risk management.

Defining risk chances and outcomes in the Risk Information dialog box

You must enter the risk chance, outcome type, and outcome for each risk. You may only define
one alternative. Please remember that risk chance and outcome may not be equal to calculated
risk probabilities and impacts in the following cases:

«  For risks with multiple mutually exclusive alternatives
« If you define uncertainties in risk outcome
« In case of quantitative risk analysis (with project schedule)

To define risk chances and outcomes in the Risk Information dialog:
Click the Risk tab. In the Risk Views group, click Risk Register.
Double- click on a risk ID to open the Risk information dialog box.
Click the Probabilities and Outcome tab.

Enter Chance that will be used to calculate probability.

Select Outcome Type from dropdown list.

Select Outcome label from dropdown list or enter percent.

Threat/Opportunity are calculated automatically if you enter a negative outcome.

O N o gk~ w0 DR

If required, repeat steps 5 -7 for each mutually exclusive alternative.

Use the Format Risk Matrix dialog box to toggle between entering risk outcomes as labels, percentages, or both.

Defining risk chances and outcomes in the Risk Register grid

By default, the Risk Register’s columns do not allow you to enter risk chance and outcome
directly. You need to define appropriate columns first:

1. Within Risk, Register view, right-click on the header of the column next to which you want
to define that column in order to enter chances and outcomes.

2. Click on Insert Column Before or Insert Column After.

3. Select field from the Field Type dropdown list. Here is the list of columns which can be
presented in the Risk Register:
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Field

Description

Read Only or Editable in Risk
Register View

Impact Original

Impact of risk designated by user as Original

Read Only, defined in Mitigation Tab of
Risk Information Dialog

Impact Current (Pre-
mitigation)

Calculated risk impact for all categories based on
impact of individual risk categories

Read Only, defined in Risk Form or
Probabilities and Impacts tab of Risk
Information Dialog for individual categories
or calculated as a result of quantitative
analysis

Impact Post-mitigation

Last line in Mitigation Tab of Risk Information
Dialog or in Assign Mitigation view for individual
risk

Read Only, defined in Mitigation Tab of
Risk Information Dialog or in Assign
Mitigation view

Impact: Cost

Current Impact: Cost Category

Editable. Defined in Risk Register or in
Risk Information Dialog

Impact: Cost, Post-
mitigation

Last line in Mitigation Tab of Risk Information
Dialog or in Assign Mitigation view for individual
risk related to cost category

Read Only, defined in Mitigation Tab of
Risk Information Dialog or in Assign
Mitigation view

Impact: Environment

Current Impact: Environment Category

Defined in Risk Register or in Risk
Information Dialog

Impact: Environment,
Post-mitigation

Last line in Mitigation Tab of Risk Information
Dialog or in Assign Mitigation view for individual
risk related to Environment category

Read Only, defined in Mitigation Tab of
Risk Information Dialog or in Assign
Mitigation view

Impact: ....

Current and post mitigation impacts for other risk
categories

Defined in Risk Register or in Risk
Information Dialog

Columns for Chance (Probability) and Score are defined the same way. After you define
appropriate columns, they can then be used to enter the risk chance and outcome for each

category.

Selecting probability/impact/score columns for Risk Register

FIEer |

General risk inf]

Risk Name

1 [# QA process takes long
2 | Failed performance test
3  |[@ Delay in getting update
A 70 Bl

d ok

Impact (Original): First impact value,

this risk -

7 | Key software developd
& |[@ Failed software installa
% | calculation algorithm hal
10 | Unit test found =erious
1 |[# Product champion is no

12 [ Delay in developing sof|

I — |
Insert Column Before @ &I
Header for group of columns Calculated Results: Pre-Mitigation
Number of columns: ID— :I Header is dislayed if number of columns = 0 dTo [~ || Probal = | mpad ~ | Score (|- Scur‘il
Header Name Line 1: | velopmer 3 4 12 1
Header Name Line 2: | an 4 @ 2 1
Tooltip: [ Fl 2 8 —
[ Draw horizontal separator between two lines I project: 2 a —
which was entered for olor | Text Color | Default Colors | b2 project: 2 3 —

\:;mwor Sunset [Prey
jin]

Impact (Post-Mitigation and Pre-Mitigation): Calculated
Impact for all categories -

Align Title: Impact (Criginal)
Impact (Post-Mitigation)
Width: Impact (Pre-Mitigation)
Impact: Cost
Background Calor _|Impact: Cost, Post-Mit
Impact: Environment

: Environment, Post-Mit
: Legal

: Legal, Post-Mit

: Performanc:

[ |

=T

Impact (for each category): Current Impact

value for individual category:

13 |[@ Software reporting conl

14 |[@ Delay in getting respon

15 |[@ Delay in financing

16 (@ New team member requl
] |

@

Probvimpact

Properties
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Risk Form: Defining Information About Risks

The Risk Form is part of the Risk Information dialog and is used to define risk attributes. You
can customize the Risk Form to create any set to risk attributes which can be entered or edited.

Risk Form has two modes:

1. Editing Mode: you can drag and drop different controls to Risk Form and assign properties
to them. Controls such as edit boxes, drop down list, frames or static text can be selected
from the left side of the Risk Form dialog box and dropped on the form. After this you need
to select risk attributes associated with the control from the list of available attributes. For a
Static Text box you the enter text to be displayed, there are no risk attributes associated with
the frame.

2. Published Mode: when you complete design of Risk Form, click “Publish Risk Form
Layout” to switch to Published Mode. In Published Mode you can no longer edit Risk Form
layout, but you can enter risk attributes data. List of controls will be hidden.

To edit the Risk Form (Editing Mode):

Click the Risk tab. In the Risk Views group, click Risk Register

Double- click on risk 1D to open the Risk information dialog box

Go to Risk Form tab; default Risk Form will be presented in Published Mode

Go to Editing mode by clicking on Edit Risk Form Layout

Clear controls if required by clicking on Clear All button

Select control using button on the right side.

Click on Risk Form to select the position of the control

From the dropdown list above Risk Form select the property associated with selected control

© © N o bk~ w D

Adjust size of the control by dragging its corners

[N
o

. Right click outside the control: shortcut menu will come up. You can Delete, Copy, or Paste
control, as well as make the property Mandatory. Once in Published Mode, all mandatory
fields must be filled to save data.

« Click Save as Default to save newly designed Risk Form for all your new projects
« Click Standard Form to restore standard if required
« Click Publish Risk Form Layout to convert to Published Mode

To use Risk Form (Published Mode):

1. Click the Risk tab. In the Risk Views group, click Risk Register.
2. Double- click on risk ID to open the Risk information dialog box.
3. Enter risk attributes to the Risk Form

e You can create any other risk properties using the Default Risk Properties dialog box (Risk tab of the ribbon,
Settings pane) and include them to the Risk Form

e Some properties, such as Expected Loss are calculated and will be read only
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e Risk Form allows you enter probability and impact of the risk. However you cannot use Risk Form to define
probability and impact for risk assigned to tasks and resources and risks with multually exclusive alternatives.

Therefore it is recommended to use Risk Form to enter probability and impact for qualitative risk analysis only

(when there is no schedule).

After you inserted the control,

select risk attribute from here

Risk Information

Mode and Editing Mode.

Risk Form I Probabilties and outcomes ] Custom Properties ] Mitigation ] Risk Review I Hlsto//

Click here to toggle between Published

\F

Risk name: |Change of requirements Risk 1D \RDDDm 908 ‘ Publish Risk Form Layout
‘ Select Risk Property: | |Cause 1 [0 Mumber
) __ Click on button associated with control
Open/Closed Risks: Risk Lifecycle: f h d h I k R k F
rom here and then click on Risk Form to = Dropdown
Open = Risk = choose a location of this control. r
B Dropdown Edit
Risk Stakeholders may change requirements because of certain changes in the business processes. Software workflow needs to be alligned with busi proceses. Chang E s
Statement: in business processes can lead to delay of the project or increase project cost. Certain tasks can be restarted or repeated. This risk will alzo affect documentation
development and testing.
Assumptions: It is assumed that change of requirements will have very high probability.
Risk Ownership Management Strategy: Timeline
IEAGIE v Threat Strategy: Mitigate - Start Date: 1111721 07:57 v oty
Risk Manager: | Clint ¥oung j Opportunity Strategy: Enhance 4 End Date: 1111422 08:00 - Impact

Threat/Opport.

Cost befere mitigation:

$4,000.00
Probability before mitigation:

Potential Lost:

Cost after mitigation:
Cost of Mitigation

from Waterfall tab Cost of Response Plan:

Cost of Residual Risk:

+ ‘
5390.00 .

Right-click outside the
control: a popup menu will
appear. You can Delete,
Copy, or Paste a field, or

52 To7
Expected Loss: 240000 —| L _| + | Probability After Mitigation:
Expected Loss:
Auto calculation of expected loss (from Monte Carlo): No P :
Cause:

Response Plan:

,—
Q& Inspectio

Trigger:

Click outside the control to
select it and modify or
resize/move the field.

- Oversight in the pr

Change of requirements can occure because
- Change of requirements due to changes in |

P
Manadatory Field
rocess of defining original Delete

Copy

make it mandatory.

1
Paste

Choose Risk Form
control from above
and then select
location of this
control.

Save As Default

Standard Form

Clear Al

i

o]

Cancel |

Help

The Risk form has the following fields:

« Number —real numbers, integer numbers, or cost properties
« Edit Box —string (text) properties and organizational units

« Dropdown List —picklist and Yes/No Properties

. Dropdown Edit Box —risk, resources, and response plans

. Date —date properties
« Frame —frame or line separator; it is used to create visual separation between group of

control

. Static Text —read only text used for prompts and annotations

- Probability —risk probabilities belonging to different categories
« Impact —risk impacts belonging to different categories

o Threat/Opport. —selection of threats and opportunities
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About Cost of Risk Calculations

The Cost Risk calculation calculates the total cost of a risk and takes into account the risk
mitigation plans linked to the risk. The Risk cost calculation is performed in the Risk Form tab
of the Risk Information dialog box. The Cost of Residual Risk and Potential Loss are the only
values that you can manually enter in the Risk Form. All other cost parameters are calculated.
You can modify Risk Form to show or hide different fields.

Cost before mitigation: Cost after mitigation:
Cost of Mitigation

from Waterfall tab: Costolliesporsehian. _ Total cost of risk Saving from

Potential Lost:

Probabiiity before mitigation: [55.0 %

[se49279 =] | [s0.00 =+ | Probabifty After Witgation:

| ﬁ

Expected Loss:

50.00 .

with mitigation: mitigatien/enhacement:
Cost of Residual Risk: *
5.0 % )

Auto calculation of expected loss (from Monte Carlo): Yes @ w Expected Loss: = == _{ | T

_|

Cost Before Mitigation

1. Potential Loss (property “Cost before mitigation”): the loss in monetary terms if the risk
occurs. This value can be entered manually if you select No for “Auto calculation of expected
loss (from Monte Carlo)” or if you don’t open a schedule.

For example, for the risk “low quality component”, the potential loss is $50,000. You
would incur this cost if a low quality component were supplied.

2. Ifyou don’t open a schedule, the Probability Before Mitigation value is based on the risk
values entered in the Probabilities and Outcome tab of Risk Information dialog box. See
Risk Probabilities and Impacts for more information. If you have a schedule Probability
Before Mitigation comes from results of Monte Carlo simulations.

3. Expected Loss (property “Pre-Mitigation Expected Loss”) takes into account risk
probability. It is an indicator that helps you to compare the costs of different risks. Expected
loss can be calculated manually or automatically depending on selection “Auto calculation of
expected loss (from Monte Carlo)”.

a. Manual calculation of Expected Loss: You can manually calculate the expected loss
for individual risks by running two simulations: one with the risk open and the other
with the risk closed. The difference in the total project costs is the expected cost of
the risk.

Expected loss = Potential Loss * Probability (pre-mitigation)

For example, probability of risk “low quality component” equals 50%. Potential loss
equals $50,000. Expected loss will be $25,000 = $50,000 * 50%.

b. Automatic calculation of Expected Loss is done based on results of Monte Carlo
simulations of project schedule:

Expected loss = (Project Cost with Risks — Project Cost Original) *
Correlation Coefficient

The correlation coefficient is calculated using project cost and cost increases due to a
specific risk occurring. For example, the project cost with risks and uncertainties is
$100,000. Project cost without risks and uncertainties is $90,000. In addition, the
correlation coefficient for the specific risk is 0.8. Expected loss will be ($100,000 -
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$90,000 )*0.8 = $8,000. The automatic calculation cannot be performed at the enterprise
level or on summary projects, as they do not include project activities. For automatic
calculation of Expected loss of the current project, RiskyProject will calculate Potential
Loss for current project = Expected loss / Probability (pre mitigation).

4. Cost from Subprojects (property “Pre-Mitigation Expected Loss (Sub-Projects)”) is an
expected cost from all subprojects where “Auto calculation of expected loss (from Monte
Carlo)” is “Yes”. It is calculated only for summary projects and at the enterprise level. It is
always zero for subprojects.

5. Pre-Mitigation Loss (Total Expected Lo0ss):

Total Expected loss = Expected Loss on Current Level of Project Hierarchy
+ Cost from Subprojects

Total expected loss is calculated at the enterprise or at the summary project level. For
example, a summary project has two sub projects with expected loss $8,000 and $7,000,
which are calculated automatically. The summary project itself has expected losses of
$5,000, defined manually. Total expected loss will be $20,000.

Total expected loss cannot be shown on Risk Form, but can be inserted as a column in
the Risk Register.

Cost Of Mitigation

1. Cost of Mitigation is taken from Waterfall tab of Risk Information dialog box. It is the cost
associated with efforts to reduce the probability and impact of the risk.

For example, mitigation plans will include “Additional QA procedure” and “QA audit of
supplier’s operation”, which would cost $10,000 in total.

Cost After Mitigation

2. Cost of Response Plan. Even if a mitigation plan is executed as planned, there will still be a
cost associated with a risk, as it is possible to reduce risk, but not to eliminate it (an exception
is when you are able to avoid the risk). The response plan may be executed if the risk occurs
and will be calculated using the cost entered for the response plan associated with this risk.
This cost is entered Mitigation and Response view.

For example, if the risk “low quality component” occurs, this component needs to be
replaced with a new one, which would cost $20,000.

3. Residual risk may still exist after the risk response and is cost is calculated as the Cost of
Residual Risk.

For example, the new component installed as a risk response can still be defective. The
residual cost of the risk will be $10,000.

4. Probability After Mitigation comes from Waterfall tab of Risk Information dialog box.
See “Risk Mitigation and Response Plans” for more information.

For example: Risk Probability after mitigation equals 25% because of the execution of
the mitigation plan “additional QA procedure”, probability of risk “Low quality
component” is reduced two times.
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5. Expected Loss After Mitigation (property “Post-mitigation Expected Loss”) takes in to
account the fact that risk may not occur.

Expected Loss After Mitigation = (Cost of Response Plan + Cost of Residual Risk) *
Probability After Mitigation

For example, probability of risk “low quality component” after mitigation equals 25%.
Expected loss after mitigation will be $7,500 = ($20,000 + $10,000) * 25%.

Other Cost Indicators (Properties)

1. Cost After Mitigation = Expected Loss After Mitigation + Cost of Mitigation

For example: Total cost after mitigation of risk “low quality component” will be $17,500
=$7,500 + $10,000

2. Saving from Mitigation/Enhancement is the difference between costs with and without
mitigation. If this number is negative mitigation efforts will not lead to cost saving.

Saving from Mitigation = Expected Loss — Total Risk Cost after Mitigation

For example, total cost after mitigation of risk “low quality component” will be $17,500.
Expected loss $25,000. Saving from Mitigation is $7.500. Because this number is
positive, it makes sense to perform mitigation efforts.

Custom Risk Properties

All risks properties including pre-defined risk properties and custom properties can be viewed
and edited using the Custom Properties tab of Risk Information dialog box.

1. Click the Risks tab. In the Risk View group, click Risk Register.
2. Double- click on risk ID to open the Risk information dialog box.

3. Use Custom Properties tab to enter general information about risk. Enter or update values of
properties. You can assign a set of custom risk properties using the Default Risk Properties
dialog.

Risk Reviews

RiskyProject helps you to facilitate regular risk reviews. You can define the risk review
periodicity (weekly, monthly, quarterly). RiskyProject will notify you before review is scheduled.
During the risk review, you may analyze all risk attributes, make necessary changes, and write
notes. Risk reviews are important components of the risk management monitoring and control
process as the status of risks and their attributes, such as probabilities and impacts, are in constant
flux during the course of a project.

Risk review due date

Each risk review has a due date. The risk must be reviewed on or before a due date. A few days
before due date RiskyProject will notify you regarding the scheduled review. The notification will
come in the form of a changing color of the Next Review property.
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You may also view the Next Review date on Properties and Risk Review tab of Risk
Information dialog box. You may also insert a Next Review column to the Risk Register view.

The default risk review frequency and number of days before incoming risk review is defined in Default Risk
Properties dialog (Risk tab of the ribbon, Settings pane).

Entering and viewing risk reviews

You may enter information regarding risk review using Risk Review tab of the Risk Information
dialog box. The Risk Review tab offers greater flexibility to view all risk reviews for the project,
as well as allowing you to modify or delete risk reviews.

To enter a risk reviewing:

Click the Risks tab. In the Risks View group, click Risk Register.
In the ribbon, click the Risk and then the Risk Register view.
Double-click on risk ID to open the Risk information dialog box.
Use Properties tab to enter general information about risk.

Click Submit Review button

In Risk Review dialog box enter who submitted review, review notes, and click OK.

N o a b~ b Pe

If necessary update due date for the next review using Next Review field or update frequency
of review for this risk using Review Frequency dropdown list.

Assigning Risk Response Plans

Response plans defined in the Mitigation and Response view can be assigned to risks. Only one
response plan can be assigned to a particular risk.

Assigning Response Plan:

1. Click the Risks tab. In the Risks View group, click Risk Register.

2. Double- click on risk ID to open the Risk information dialog box.

3. Click the Properties tab

4. Select Response Plan from defined in Mitigation and Response View from dropdown list.
5

You may define a new response plan by clicking on New Response button.
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6. You may update a response plan description by clicking on the Response Description

button.

Assigning Mitigation Plans

You can assign mitigation plans defined in the Mitigation and Response view to your risks. One
risk may have multiple sequential mitigation plans. They can be shown as a Waterfall diagram.

Waterfall diagrams can be used to visualize the timing of mitigation efforts over the course of the

project.

Enter probability and impact
on each mitigation phase.
The score will be calculated
automatically.

Probability and

Mitigation plan can be
assigned to a resource. It
is defined in the
Mitigation/Response view

Impact of risk
before and after
mitigation are

jlities and outcomes I Custom Properties

Mitigation ] Risk Review \ ]

shown here.

ID: [R00DD1B67

Mitigation plans
can be linked
to a task.
Double click on
task ID to

define this task.

to Clipboard
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mitigation 4 9

Impact: £ Score: A| Cost (Mitiga'| Cost Actual Asslgnedtnl %Cnmpl

Associated Task

Current 01426122 --- 0.00 50.00
Original 02022 5 5 -

mitigation 1 022322 022122 4 4 16 $0.00 50.00
mitigation 2 03/07/22 3 12 $0.00 00

$0.00 50

0.0%
0.0%
0.0%

mitigation 5

Enter the date,
when mitigation
efforts are expected
to start.

@ W m

mitigation &

Mitigation cost

Post-Mtigation

Select a mitigation plan from the drop-down list.
You can also enter a mitigation plan here and it
will be automatically added to the Mitigation and
Response view.

Enter the date,
when mitigation
efforts actually
started

Mitigation cost. If
mitigation plan is
linked to a task, %
completed, cost and
actual will be taken
from task information.

March, 2022
13 [15 17 |19 [21 23 |25 |27 |01 (03 (05 |07 [09 [11 (13 |15 (17 (19 (21 |23

Select actual or/and
planned line

Planned mitigation

W Actual

W Planned

Risk score

Actual mitigation
based on Actual

3

Colors for the waterfall diagrams are defined

by the risk tolerance (see Format Risk
Matrix).

e Pre-mitigation probability and impact are the results of calculation. Therefore, they cannot be updated in

the waterfall tab.

e Probability, impact, and score for the last mitigation effort are converted into the post-mitigation

probability, impact, and score and will be shown in the Risk Register.

e You can view Planned and Actual risk mitigation efforts. Actual mitigation efforts are shown based on

actual dates entered the table above.
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Viewing and editing waterfall diagrams:

1. Open the Risk Register view.

2. Double-click on Risk ID. The Risk Information dialog box opens.

3. Click the Mitigation (Waterfall diagram) tab.

4. Enable or disable Actual and Planned mitigation lines using check boxes on the left
bottom corner.

5. Double click on Mitigation Plan ID; the Mitigation Plan Properties dialog box opens.
Enter a mitigation description.

7. Select the task or summary task to assign it the mitigation plan. If mitigation plan is
linked to the task, cost, actual cost, and percent completed of the mitigation plan will
taken from task.

8. To delete the task assignment, click Clear task selection.

Risk History

The Risk History records any changes made to the risk over time. Risk history is automatically
updated when you save the project.

View a risk history:
Click the Risks tab. In the Risk Views group, click Risk Register.

Double- click on a risk ID to open the Risk information dialog box.

1.

2
3.
4

Click the History tab to view risk history

To copy a risk history record to the clipboard, Right-click on a record ID and select Copy
Data.

To delete record, Right-click on record ID and select Delete Item.

You can modify the date of the history record. Other fields are read-only, so you cannot modify them,
but you can delete the risk history record.

Risk history is used to present the history on the Risk Matrix, as well as to determine the Original risk
probability and impact.
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Risk Matrix and Risk Trend Chart

Risk Matrix and Risk Trend views allow you to determine the severity of a risk and analyze how
risks are changing over time:

The Risk Matrix is a tool that allows you to determine the severity of a risk. The Risk Matrix
view shows this using the risk probability (y-axis) vs. calculated risk impact (x-axis) of the
project risks. The Risk Matrix view is divided into two sections: a table with a list of risks
with their actual calculated values for probability, impact, and score. When you select these
risks, they are shown visually on a matrix, which provides a visual comparison of this data
put as well as putting each risk into the context of your organization’s risk tolerance.

The Risk Trend shows how project risk change over time. The Risk Trend can be presented
as bar chart, stack area chart, or in table format (Total Risks).

The Risk History shows how the probability and impact of an individual risk has changed
over time.

The Risk Monitor shows the number of risks per cell in the risk matrix.

Viewing the Risk Matrix and Risk Trend Chart

1.
2.
3.

Click the Risks tab. In the Risk Views group, click Risk Matrix.
Select type of chart you want to view at the bottom of risk matrix.

Select the Threats or Opportunities option at the top of the matrix. You cannot view Threats
and Opportunities at the same time

Select a risk category from the Risks affected dropdown list, if you do not select. Lists of all
risks associated with the selected risk category are shown in the table. Select All Parameters
to view the overall risk score (sum of all risk categories) for selected risks.

Select the check boxes beside the risk names to view the risks on the Risk Matrix. To hide a

risk, clear the check box. By default, risks with zero impact cannot be selected. Use the filter
at the bottom of the list (“Hide a risk if Score is < “ or “Show risks with severity level...”) to
show/hide risks below the entered threshold. Severity level is defined in Risk Trend Chart

Settings dialog. Essentially in the color of risk matrix.

To format the Risk Matrix, right-click on the matrix and choose Options. For more information
about formatting the Risk Matrix, read “Formatting the Risk Matrix”.
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Viewing the Risk Trend Chart

Risk Trend shows how many risks belonging to different severity levels (colors) existed in a
certain time period. To view Risk Trend Chart:

1. Click the Risks tab. In the Risk Views group, click Risk Trend.
2. Select a chart type from the tabs at the bottom of the of chart.

3. Select the Threats or Opportunities option at the top of the chart. You cannot view Threats
and Opportunities at the same time

4. Select a No Hierarchy or a specific risk category from the Hierarchy based on dropdown
list. Lists of all risks associated with the selection are shown in the table. No Hierarchy
shows the calculated overall risk score (sum of all risk categories) for selected risks.

To format the Risk Trend chart, right-click on the chart and choose Format Trend Chart. For
more information about formatting the Risk Trend Chart, read, “Format the Risk Matrix and Risk
Trend Chart”.
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Copy the risk matrix and risk trend chart to the clipboard or save as a JPEG
file

1. Right-click on the Risk Matrix.

2. Choose Copy to Clipboard, or Copy Chart to File (JPEG, PNG, GIF...).

3. If you chose to create a file, you will be prompted to select file format and save it to a
directory.
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Risk Report

Risk Report is a view, which presents attributes of selected risks. The report for one risk may
contain one or many pages. The total number of pages per report equals the number of selected
risks multiplied by the number of pages per risk. The Risk Report includes six sections:

1.
2
3
4.
5

6.

General Properties

Pre- and post- mitigation probabilities, impact and score
Cost of Risk

Custom Properties

Waterfall Chart

Mitigation Plans

Each page of the risk report contains a header and footer. The header and footer may include up
to three lines of text and a logo located on the left or right side.

Customize the Risk Report

You can customize the Risk Report in the following ways:

Select the order and turn on and off any section of the report

Customize any particular section by enabling or disabling any attribute and customizing
labels of the attribute. For example, by default the label for risk detailed description is
called “Description”. Instead you may use “Information about risk”.

Customize headers and footers. Specifically, you can select a logo (company) that can be
placed in the header and/or footer.

Modify attribute values or labels.

To customize the risk report

1.
2.
3.

On the Risks tab click Risk Report.
At the bottom of the view, click Customize Risk Report.

Enable/disable attributes, customize attribute’s label, make label or value of the attribute
bold

In the Order of Data Tables, select the data tables you want to include in the report and
use the Move Up and Move Down buttons to change the order of the sections

For “Pre- and post- mitigation probabilities, impact and score” of the report enable or
disable pre and post mitigation matrixes.

Click OK. The report will be regenerated to reflect the changes.
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Risk Dashboard

The fully customizable Risk Dashboard allows you to present hundreds of different KPIs and
charts related to your risks. You can create any number of dashboards with different information,
which are shown as different tabs within Risk Dashboard View. You can select from 7 types of
charts: line, area, pie, scatter, bar (including frequency histogram), different types of meters, and
risk matrixes. You can place them in different areas on the dashboard, adjust their size, colors,
and other properties. You can also annotate your dashboard with text, lines, and images.

When you modify your risk data, the charts and KPIs are automatically updated. This date
includes risk properties, mitigation and response plans, and project schedules. Annotation is not

updated when we update risk data.
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To add a chart, KPI, or annotation to the Risk Dashboard:

1. Select the type of chart or KPI from the toolbar on the right side.
2. Click on the dashboard and drag the line or rectangle to select the position of the chart, KPI,

or Properties annotation.

Right click on chart, KPI, or annotation.

4. Select Properties from shortcut menu; Properties dialog opens.
Enter properties of the chart, KPI, or annotation; it includes type of chart or what type of data

this chart, KPI or annotation will represent as well as graphic properties.

6. Click Close to close the Properties dialog box.
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Annotation: Line
Annotation: Image
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To modify a chart, KPI, or annotation

1. Click on the chart, KPI, or annotation; chart, KPI, or annotation you want to modify.

2. Move or expand the area to adjust size or position of the chart, KPI, or annotation

3. Right click on chart, KPI, or annotation and click Properties from shortcut menu; Properties
dialog opens.

4. Modify properties of the chart, KPI, or annotation; it includes type of chart or what type of
data this chart, KPI or annotation will represent as well as graphic properties.

5. Click Close to close the Properties dialog box.

6. To enter text or update font and alignment, right click on KPI and Annotation rectangle and
select Edit or Format Text within a shortcut menu.

To export dashboard

1. Rightclick in any place of dashboard, and from the shortcut menu click Copy Dashboard
to Clipboard or Copy Dashboard to File.

2. Inyou export dashboard to file, you can select file format: JPEG, PNG, GIF, BMP, or TIFF

e Many KPIs and charts are based on results of Monte Carlo simulations. Therefore you need to perform
calculation to see results of analysis on the dashboard.

e RiskyProject comes with default dashboard. To Generate default dashboard right click in any place of
dashboard and select Create Standard Dashboard from shortcut menu.

e To completely clear dashboard click in any place and select Clear Dashboard from shortcut menu

e You can save dashboard in system registry for all new project. To do then click in any place and select
Save Dashboard as Default from shortcut menu

e You can modify background color of dashboard by clicking in any place and selecting Dashboard Setting
from shortcut menu

e You can copy and paste selected chart, KPT, or annotation. To do that right click on any selected chart,
KPI or annotation, and select Copy from shortcut menu. Then right click on any area of dashboard where
you want to paste it and select Paste from shortcut menu.

e  Risk Dashboard can be printed. To Print dashboard click on File > Print
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Setting up Defaults for Qualitative Risk Analysis

Risk ID Settings

You can generate Risk 1Ds automatically. Alternatively, you can enter the Risk IDs manually, in
the same manner as you enter any other risk property. If a Risk ID is generated automatically, you
can overwrite it manually. Risk IDs will be incremented each time you enter new risk.

Risk 1Ds may include four components

1. Prefix —any symbols (optional)

2. Number —from 4 to 16 digits (optional)

3. Suffix —any symbols (optional)

4. Date — date format can be defined (optional)

Risk ID can be unique for all projects on your computer or unique only for a particular schedule.
For example, if Risk ID is unique for all projects on your computer:

« Project A will have risks R0001, R0002, R0O003, R0O004
« Project B will have risks R0005, R0006, RO007
If Risk ID unique only for the particular schedule:

« Project A will have risks R0001, R0002, R0O003, R0O004
« Project B will have risks R0001, R0002, RO003

You can always reset the starting number. The starting number only affects new risks and does
not affect risks, which had been previously entered. However, if you update the starting number
the Risk ID may not be unique. In addition, the Risk ID may be not unique if you manually
overwrite automatically generated risk 1D.

To enable automatic generation of Risk 1D and define format of Risk ID:
1. Click the Schedule tab. In the Settings group, click Options.

2. Click the Risk tab.

3. Select the Generate Risk ID automatically check box.

4

Click on Risk ID Format to define rule of Risk ID automatic generation; Risk ID Format
dialog box opens.

o

In the Risk 1D Format dialog select how Risk ID will be generated: for particular project or
for all projects on your computer.

6. Define the Risk ID prefix and suffix.

7. Define the number of digits for Risk ID generation.

8. Enable / disable date as part of the Risk ID format.

9. If date is enabled, define the date format and position.

10. Define the starting number for generating Risk IDs.
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Managing Risk Categories and Outcome Types

RiskyProject has a default list of risk categories and outcome types. You may customize risk
categories and outcome types: add new outcomes or delete existing categories or outcome types.

For example, you add the category Security, which is not in the list of predefined categories:

Category: Security
Outcome Type 1: Trespassing
Outcome Type 2: Information Security Failure

Categories are shown at the top of Risk Register, Risk Matrix, and Risk Report views. You are
able to filter risks based on category. Outcome types are filtered based on the risk probabilities
and outcomes. For example, you enter the risk “Failure of security procedure.” It will have
probability 60%, outcome type “Information Security Failure” and outcome “Low.”

Risk categories related to project duration are referred to as “Schedule and Scope.” This category
is shown Risk Register as the “Duration” category. Risk categories related to project cost are
referred to as “Cost and income” and are shown in the risk register as the “Cost” category. Under
both these categories, you will find a number of outcome types. Most of these outcome types are
reserved for quantitative risk analysis (read “Quantitative Risk Analysis” for more information).
For qualitative risk analysis only two outcome types are available: “Relative Delay” for
“Schedule and Scope” and “Relative Cost Increase” for “Cost and income category.”
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=14 Quality 1.1%
& Quality Risk =4
-3 Legal 11.1%
7 Legal Risk = Relative importance of the
Secon(_i S EH Performance 111% risk category is calculated
level: risk = Pertormance ek X automatically based on
outcome Weights_
types - [.4 Technology 11.1%
¥ Technology Risk X
=4 Security 11.1%

Copy Data

Use this New Item / Right- click to add and i
dialog to 1 »
add, Delete tem delete categories and
remove, and T utcome Type{ OUtcome types. MHote ﬂ
;L]fr‘i;:“ize listl | 13 |=[H safety < Caegory TO0%
categories 14 4 Safety Risk < Ouicome Type 13¢|< Enable Outcome fype |

15 | = [4 Environment 10.0%

oK | Cancel

e Onerisk may have different outcomes type and categories. For example, "Low quality supplies” can affect
quality and safety. RiskyProject will calculate the impact of this risk on safety and quality separately, and
the combined impact on all risk categories.

e You can enable/disable risk outcomes. Once disabled, risk outcomes will no longer be available on the
Probabilities and Outcome tab of Risk Information dialog box.

¢ You may save a customized set of risk categories and outcome types to the system registry for all future
projects on your computer by clicking the Set as Default button. This new default set of risk categories
and outcome types will not affect existing projects. You may also restore a pre-defined set of categories
and outcome types by clicking the Restore Defaults button.

e You may copy the risk category and outcome type data to the clipboard. To do this, select a row under
which you want to add a copy risk outcome, right-click on the row number and choose Copy Data

Adding risk categories
Click the Risks tab. In the Settings group, click Categories and Outcomes.
Click the Outcomes tab.
Select a row above where you want to add a new risk category.

1
2
3
4. Right-click on the row number and choose New Item.
5. Provide a name.

6

Click the Outdent arrow. By default, all new rows are considered risk outcomes, by moving
the outcome to the left the outcome is converted into a risk category. This is indicated when
the name is bolded and the Task and Resource check boxes disappear.
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Risk Weighting

Risk Weighting is a method of assigning the relative importance of a particular risk category to an
organization and is important when dealing with multi-criteria decision-making. RiskyProject
uses a form of the Analytical Hierarchy Process (AHP) to weigh the relative importance of one
risk category over another. By default, weights for all risk categories are equal.

AHP is a two-step process:
1. Develop a list of your risk categories and criteria.

2. Perform a pair-wise comparison to establish consistent ranking or priorities for each risk
category.

For example, after determining your organization’s risk preferences, you determine that Safety
risk is twice as important as Environment; you would enter a 2 into the cell where the
Environment category row intersects the Safety column.

Qutcomes Weights ]

E|E| Set as default | Restore defaults |
| Rizgk Category and Outcome Importan... | Sched... | Costa... | Safety |E1:L\.f_irc|... | Quality | Legal | Peﬂ

13 | HEE safety 13.8% 1.00 1.00 1,00 ( 2.00 ) 1.00 1.00 1.1
15 |[[H Environment new (100 100 Coso Yt 100 100 1]

17 | # [ Quality 12.4% 1.00 1.00 1.00 1.00 1.00 1.00 14

18 | [#[.4 Legal 12.4% 1.00 1.00 1.00 1.00 1.00 1.00 14

21 + .3 Performance 12.4% 1.00 1.00 1.00 1.00 1.00 1.00 14

23 | # [ Technology 12.4% 1.00 1.00 1.00 1.00 1.00 1.00 1.

Notice that the relative importance of the Safety Category has increased to 13.8 while the rest of
the categories have decreased.

These weights will be used in the calculation of the risk impact on all categories.

Weighting risk categories

Before you can add risk weights, you should perform a risk weighting analysis to determine the
relative importance of each risk category to your organization.

1. Click Risks tab. In the Settings group, click Categories and Outcomes.
2. Click the Weights tab.

3. Select the risk category to which you want to add the weighting factors.
4. Enter the risk-weighting factor for each risk category (column).
5

Repeat Steps 3 and 4 for each risk category.

Managing Default Risk Properties

Risk Properties

Each risk may have risk properties. These properties are useful for storing any information about
the risk. You can use risk properties to search and filter search the Risk Register. Risk properties
can be different types:

« String — text information
« Integer number
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o Real number

« Resource — can be taken from list of resources
o Date

« Picklist: dropdown list with values

« Mitigation Action: used to import data from Excel, see “Importing Risk Register from
Microsoft Excel”

« Threats or Opportunities: used to import data from Excel, see “Importing Risk Register
from Microsoft Excel”

« Yes/No
Integer numbers and real numbers have maximum and minimum values.

The list of risk properties is hierarchical; the risk properties are subdivided into separate groups.
Editing the default risk properties

1. Click the Risks tab. In the Settings group, click Default Properties.

2. Select a row under which you want to add a new risk outcome.

3. Right-click on the row number and choose New Property Item

4. Type in the name.

5. Select type, maximum and minimum values for the new property.

&« || =

6. Use the Indent and Outdent arrows

to create groups of risk properties.

If you have Picklist type risk property double-click on risk property ID; Picklist dialog box
will opens where you can enter the list of values.

Default risk properties are automatically saved in the system registry and can be used for all
projects. You may use the Restore Default button to overwrite changes in default risk properties
you made with standard set of risk properties.

Format the Risk Matrix and Risk Trend Chart

You can modify the Risk Matrix to define the risk matrix’s number of row and columns, define
labels and the risk tolerance display. These settings will be used in Risk Matrix view.

Risk Tolerance

The level of risk tolerance is displayed using color-coding (for threats: green: low risk, yellow:
medium risk, red: high risk). A high number of green cells on the chart indicates a high-risk
tolerance. A high number of red cells on the chart indicates a low risk tolerance. Color-coding for
opportunities is the opposite.

Number of Rows and Columns, Labels for Probabilities and Impacts

In the Format Risk Matrix dialog box, the number of rows in the Probability table corresponds
with number of rows of the risk matrix, and the number of rows in the Impact table corresponds
with the number of columns in the risk matrix. Therefore, to add or remove a row or column in
the risk matrix, simply add or remove the label in the probability or impact table.

You may define probability and impact for different labels for each risk category. In addition, you
may define different labels for threats and opportunities.
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For example, if, in the Duration category, the impact label for “Threats” is “Low: 1 month delay”,
the impact label for the opportunity in the same category is “Low: 1 month acceleration”. If you
do not define labels for a risk category, the default set of labels will be used. You may modify the
default set of labels by selecting “Default” from the dropdown list and then editing as required.

Probability labels are used only in the Risk Matrix; impact labels used appear in the Risk Matrix
as well as to define outcomes of each risk in the Probabilities and outcomes tab of the Risk
Information dialog box.

For example, an impact label “Low: 1 month delay” will be shown on the horizontal axis of the
Risk Matrix. In addition, when you define the impact of a risk, which has an outcome type
“Relative delay”, you will be able to select the outcome “Low: 1 month delay”.

Risk Matrixes for Organizational Units and Projects

If you the risk matrix is set for Organizational Unit, when you logon, the risk matrix setting will
be based upon you organizational unit membership. If a risk matrix is not defined for an a specific
Organizational Unit project, RiskyProject will use the default risk matrix.

If Risk Matrixes are defined by project, RiskyProject will be present different risk matrixes based
upon the project settings. If the risk matrix is not defined for a project, RiskyProject will use the
default risk matrix.
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Select risk matrix and enter description. C. Assign matrix to project or Org Unit B. Select project or Org Unit

—— — A 7/ x

7

Desrcription

Name / / Risk Matrix |ﬂ How to apply risk matrix:
| 1| Detaur Risk Matrix =& Engineering 4~ Defaut Risk Matrix

Rigk Matrx 1 2 Software Default Risk Matrix

Rizk Matrx 2 FHem | H 5| Hardware Default Risk Matroc

Risk Matrix 3 .
- -
3 4 3
Double dick on cell to  Click on cell Formula to Calculate Risk Trend Chart |
Risk Category: IDEﬁUIt: All Categories LI (* Threat " Opportunity define a custom color  to edit score Combined Impact Settings

" One global risk matrix

rams,projects

Probability ‘
.'“\ 100.0 %
2 | Low 2000% Low 2000% Lo ey Number of rows Click on number to
3 | Wedum 2000%  Wedm Probability High _“—‘qua|g‘ugq_ber OgIVOWS assign custom risk score
4 | High 2000%  High labels are 0% in probability table
H Viery High 2000%  Very High shown here
High
1 hJ LI
You may add Impact Labels (Threats) % Impact Labels (Opportunities 60.0 %
symbol or
number inor 20.00%  Minor 20.00% Medi
before
robabilit oderate 20.00%  Moderate 20.00% 00 Number of columns equals number of
prob: Y erious 20.00% rows in impact table
and impact N Impact labels are
ritical 20.00%
label shown here and here -
dd symbal or number before: ?‘
- - Probability label: © AddAB,C.. © Add L2, 3. & Don'tadd
Risk Impact label: " AddA,B,C... T Add1,2,3.. & Don'tadd
Probablllty When entering risk probabilites and outcomes in Risk Register and other views: . |
and ¢ Show label only: e.g "Low Impact” 0% 20.0 % 40.0% 50.0% 80.0% 100.0 %
Outcome ' Show percent together with impact label: e.g. "Low Impact - 15%" Negligible Minor Moderate Serious Critical
can be " Show percent only: e.g "15%" | \ e '\\:)
d " Index of the label (1,2,3,4...) in drop down list ‘\
e_Xpresse " Index and label: e.q. 2: "Low Impact” in drop down list | Risk Tolerance: || N J
different \C A
ways Restore Defaults | oK I Cancel | \ \
= Use slider to define risk
; ; P . tolerance
In Risk Information dialog box: \
Risk Information K
Risk Form Probabilties and outcomes | Custom Properties Mitigation Risk Review I Histary I

Risk name: |1 Risk ID: ~ [RO0001865
Alternatives Threat/Opportu Chance Outcome Type M Qutcome |ﬂ

2 - Threat Very Low Relative Delay Negligible: < 1 month delay

3 - Threat Medium Relative Delay Hinor: 1-3 montns delay
Moderate: 3-6 menths delay
Serigus: 6-12 months delay
Critical: = 1 year delay

Define Custom risk scores

Risk scores are usually calculated as Probability * Outcome. However, if you have risk
probabilities and outcomes expresses as index (1,2,3,4....) index and label (2: “Low Impact”) in
the drop down list you may define custom nonlinear scores. These scores are shown in Risk
Matrix in Format Risk Matrix dialog as number from 1 to 99 on each cell. For example,

e index of low probability is 2 - second row from the bottom of risk matrix

e index of critical outcome is 5 - last columns of risk matrix

e score based on these indexes equal 2*5 = 10

e itis possible to assign a number to this cell different than 10. To do just click on number
and enter different number, for example 11.

56



RiskyProject Risk Register User’s Guide

Nonlinear intervals for probability and impact

In standard risk impact and probability matrixes, intervals can be non-linear. For example, in
some 5x5 risk matrixes, Very High probability often indicates a probability of 10 - 70%, High 70
-50%, Moderate 50-30 %, Low 30-20% and Very Low is >10%. The risk matrix can be setup so
that the matrix “intervals” can be modified so that each interval can represent a different scale for
both probability and impact. The sum of all intervals must be equal to 100%. When you are
modifying the ranges, if the sum is not equal to 100%, the background color will be pink. Once

the sum equals 100%, the color changes to green.

Very Low

10%

Low

20%

Medium

20%

High

20%

Very High

30%

The same process can be used to customize your impact matrix

Negligible

1%

Minor

4%

Moderate

5%

Serious

10%

Critical

80%
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Format risk matrix

Name

Risk Matrix 1

Desrcription ﬂ

*

How to apply risk matrix:
Different risk matrixes can be applied to different projects, % One global risk matrix
organizational units, or it could be one global risk matrix for

all projects or organizational units. ™ For programsprojects

" For spedfic org.units

2
3 Risk Matrix 2
4 Risk Matrix 3 |

Intervals for each risk

Kl | :
. falts Al Category can be different e dickon cellto  Click on cell Formula to Calculate Risk Trend Chart
Risk Category: IDe ult: All Categaries ¥ a custom color  to edit score Combined Impact Settings
[ Probabilty Labeis (Tnreatsy | % | Probabilty Labels (Opportun| % | ﬂ TR
1 | Very Low 30.00%  VeryLow 30.00% A 100.0 % | |

—&
20.00%

Nonlinear intervals for
Probability

3 | Medium Medium
4 | High 20.00%  High 20.00%
5 | Wery High 5.00% 5.00%
-
K
| Impact Labels (Threats) | % | Impact Labels (O ppnrtunrtles‘ % | =

/|

Nonlinear intervals for
Impact

1 | Negligible Negllg\hle 30.00%
2 "I} 00% 20.00% | Medium
3 Moderate Mnderate 20.00% 550 %
4 | Serious 00%  Serious 20.00%
5 | Crtical 0.00%  Critical Low
=l
q g 300%
Nonlinear intervals for Nonlinear intervals for
threats opportunities Ve
—When entering risk probabilites and outcomes in Risk Register and other views: L1
¢~ Show label only: e.g "Low Impact” 0% 30.0 T0.0% 11}0 0%
" Show percent together with impact label; e.g. "Low Impact - 15%" Negligible Minor Moderate Serious Critical
' Show percent only: e.g "15%" [ Impact I\H-\;>
* Index of the label {1,2,3,4...) in drop down list 3
" Index and label: e.q. 2: "Low Impact” in drop down list | Risk Tolerance: || J
Restore Defaults | K I Cancel |

The example below shows how this would appear in the Format Risk Matrix dialog box.

Risk Severity Levels

Each color on risk matrix represents a particular risk severity level. By default, there are only

three ranges: “Low” — green, “

” —yellow and “Critical” red. Each severity level can be

associated with certain risk mitigation and response actions. For example, risks that appear on

green cells are low risk and can be accepted.
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Format risk matrix

| X
Name Desrcription ﬂ | Name Risk Matrix | - How to apply risk matri:
1| Defaut Risk Matrix ] 1 - Engineerin Default Risk Matrix
- El 5] Engi < " One global risk matrix
2 Rizk Matrix 1 == | 2 5 Software Default Risk Matrix
- " For programs/projects
3 Rigk Matrix 2 - 3 = Hardware Default Risk Matrix
_I & . i
4 Risk Matrix 3 For spedific org.units
- -
| 4 I » 4 I I »
| - | Double dick on cell to  Click on cell Formula to Calculate Risk Trend Chart
| Risk Category: IDeﬁuIt: Al Categories LI & Threat " OPPOMUNtY | gofine & custom color  to edit score Combined Impact Settings |
|
||| Probabilty Labels (Threats) | % Probabilty Labels (Opportun| % | ﬂ m—
| 30.00%  Very Low 30.00% II"\' 100.0 %
' 25.00% Low 25.00% [\
| Lh Yoy S 10
| 2000%  Medium 20.00% High
| 20.00%  High 20.00% aa
1
| \ery High Define name and order of 4
| Risk Trend Chart Settings - Threats x . severity level
1 -
| | oS Labels of severity levels and their order are used = |
1 | Megligible in Rigk Trend chart - i
| ‘ Name | color ﬂ REc 1 12
3 | Moderate Low -
550 %
4 | Serious 2 | Medum
5 | Critical 3 | Critical - Low 8 10
4 hd 30.0 % _
| rAdd symbolorm |4 I I 4 B
Prabability lab
| e Move Up I Move Dovwn I Very Low 5
Impact label:
| - When entering Risk Trend chart periodicity: IMcntth ;I | = [E—
|| © show label Maximum Number of Periods: 1 . ) 50.0% T00% ) 900% » 1000%
|| Show percer Double click on each cell Minor Moderate Serious Critical
|| © show percet 1 cancal to define a color impact -
|| " Indexof the = ;
" Index and label: &.g. 2: "Low Impact” in drop down list ” FOeK Toler ance: e T
Restore Defaults | oK | Cancel |

You may change color of each cell by double-clicking on the cell. You may also define a name of
each range, and order how different ranges are shown in the Risk Trend Chart, as well as the
periodicity of the risk trend chart.

Steps to Format Risk Matrix
To format the Risk Matrix:

1. Click the Risks tab. In the Settings group, click Format Risk.

2. Select a risk category from dropdown list. “Default” category is used if you did not explicitly
define labels for specific risk category.
Modify the Intervals for Impact and Probability for the selected risk category.

4. Modify the Impact and Probability labels as required for the selected risk category.
Drag the Risk Tolerance slider to the left to set a low risk tolerance or to the right to set a
high-risk tolerance.

6. Toggle between Threat and Opportunity to view how the risk matrix will look like for
threats and opportunities.

7. Define how risk outcomes in Risk Information dialog box or Risk Register will be shown:

As label only (e.g., “Low Impact”)
As percent together with label (e.g., “Low Impact — 15%”)
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e As percentonly (e.g., 15%)
e Asindex of the label (1,2,3,4...) in dropdown list
e Asindex and the label: e.g. 2: Low Impact in dropdown list

8. Add symbol or number before probability or impact label. For example, instead of “Very
Low” label you may use “A: Very Low”.

9. The define properties of the severity level by clicking on “Risk Trend Chart Settings”

10. Formula to Calculate Combined Impact allows you define algorithm for impact
calculation.

Your settings will be saved to the system registry for all new projects on your computer. These new defaults will
not affect any previous projects. You can also restore the pre-defined set of categories and outcome types by
clicking on the Restore Defaults button.

Risk Trend Chart Settings
Using Risk Trend Chart settings dialog box, you can define:

1. Order of bar on Risk trend chart associated with particular risk severity level. For example,
for each time period Low risks (Green color) will first, risk (Yellow color) will be
second and High risks (Red color) will be third. You can use Move Up and Move down
buttons to define the order.

2. Name of each range.
Risk trend chart periodicity (Monthly, Quarterly, Yearly, etc.)

4. Maximum number periods in in Risk Trend Chart. For example, Risk trend will show 10
month back starting from the current month.

Risk Trend chart settings can be invoked from Format Risk Matrix dialog or by right click on
Risk Trend Chart.
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RiskyProject Risk Register - u] X

PROJECTS INCIDENTS

=1 X cut B, = Risk ID Settings = e = Fe =
3 ko | [ £
53 Copy {8 Format Risk Matrix
Paste Risk Risk  Risk Mitigation, Risk | Risk | Refresh  Risk Risk  Probability Waterfall Review History
&3 Undo  pegister Dashboard Report Response Matrix | Trend Categories [23 Default Properties  Form and Impact Diagram
Clipboard Risk Views Settings Properties |
ENE Hierarchy based on: [No Hierarchy - @ Threats O Opportuniies Org.Unit. [Company Level [~
Risk Hame [ [~ [Proi[~ Jimp{ = [ sea[~ [ chart [ oper = [ 12| | yuraser . . ) .
- S Order of Severity Levels is defined in Risk
1 [ Faied performance test 4 3 12 Open B Low Trend Ch Setli
2 @ Faied intergration with third party: |2 3 & ] Open A ren art Settings.
T
3 [ Dely in getting response from the 1 B 0O Open L
1. Very Low — Dark Green
4 [ Delay in developing software docy 1 s 0o Open
- 10 —
|5 IF% Dy ngting st otene] ¢ _Lr—Ja [n] | []] o el
& |[@ Software reporting component fail 1 4 4 0 Open 3. — Yellow
9 .
7 @ Unttest found serious bugs 4 1 4 ] Open 4 Critical - Red
8 [ Delay in financing 3 1 3 i} Open o]
9 @ Keysoftware developer leftatear |2 1 2 Open
10 @ Productch n 74
11 Calcutston ik Trend Chart Settings - Threats x L
12 @ QAproces Labels of severity levels and their order are used n 5
in Risk Trend chart
— Hame [ cotor ﬂ al
. o [
— 2 | Medum 4
—_— 3 | critical | ]
—_— 3
ET| LlJ
—_— 2
Movelp | | MoveDown |
—_— -
| Risk Trend chart periodicity: | Monthly -] 1
— Maximum Mumber of Periods: | 11 ‘
- Lo
— June July | August 'September' October 'November December  January  February | March April
— Cancel 2021 2021 2021 2021 2021 2021 2021 2022 2022 2022 2022 |
—_— T
I _'ﬂ Risk Trand \ Totg)” [[ Trend per orguntProject ]| Total Per Org.uniProject Risk Mal|
4 3 |
|
Ready nd CAP NUM SCRL Sun, Apr 24,2022 9:43:30 AM 3|

T Define Risk Trend Chart
Periodicity

Algorithm for Impact Calculation

You may define algorithm for impact calculation using Formula to Calculate Combined
Impact button. There are two algorithms:

e Combined impact = maximum impact of all categories; for example, Cost Impact is 30%,
Schedule Impact is 40%, and Safety Impact is 10%. Total impact is 40%

e Combined impact = sum of impacts in each category and then normalize. For example,
Total impact will be 70%. However, if total impact for at least one risk in risk register
with exceed 100%, all impacts for all risk register will be proportionally reduced to
ensure that on impact is greater than 100%.

To define algorithm for impact calculation:
1. Click the Risks tab and then click on Format Risk Matrix
2. Click on Formula to Calculate Combined Impact

3. Select Calculation of combined risk impact for all categories: maximum impact or
normalized sum of impacts.
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About Risk Visibility and Risk Assignment

Each risk can be visible and assigned to specific projects. Visibility and assignment are not

identical:

Visibility

Assignment

Visibility means that a risk can be accessible

for the specific project, summary project
and at the enterprise level.

If a risk is not visible, it cannot be assigned to

any project.

Assignment means that a risk may occur
(affect) the specific project, summary
project or at the enterprise level.

The user specifically attaches a risk to a
project. Only a visible risk can be assigned.

Pre-I

These risks are
assigned to this

! Rm | Open... | Threat/O... IF‘.iskAssign&d To I Prob... | Impa... | Sco...
ERE |
2 [ Key analyst left a team Opened {7 Threat | Summary Project 4 22.0% B36%  14.0%
3 [ Change of requirements related to Ul Opened {7 Threat | Summary Project 4 % 27.3% 27%
4 [ Change of requirements related to data p | Opensd
Theselrisksiare 5 5? Change of requirements related to databz | Openad
visible in this (-] |>%l Delay due to later delivery of the softwar Opened project
project | T 2] Installation problem Closed
8 [# Issue with the hardware Opened
9 [ Low quality source data Opened

—

10
1

12
13

[ Mightly build is broken
[ Software tools can not be used for this p
{8 Subcontractor was not able to process d

[ User management/security issue

Opened |<L; Threat
Opened
Opened
Opened

Project 8

15.0% 0.0%

0.0%

Default visibility can be set for:

« Projects which are currently opened (Current Project)
« Only the Immediate Summary Project

« All Summary projects for this project

« Atthe Enterprise Level

When you create a new risk, it will inherit the default visibility settings. Default visibility is
defined in Portfolio Options. See Risk Visibility (Approval) Rules for more information.

After a risk is created, you can change the visibility if you have permissions to the projects in
which you want to make this risk visible.
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Assigning Risks to Projects

Risk must be assigned to a specific project, a summary project, or at the enterprise (upper) level
of the project hierarchy.

To assign a risk to a project or program:

1. Open the project to which you want to assign the risk; if you do not open a project or
program, the risk will be assigned to the enterprise (upper) level of the project hierarchy.

RiskyProject Risk Register - m] X

PROJECTS INCIDENTS.

boa ] [ % O o Soms
=Y (i Format Risk Matrix

Paste Risk Risk Risk Mitigation, Risk Risk Refresh  Calculate Risk ) Risk  Probabill . . .
%7 Undo  |Register Dashboard Report Response Matrix Trend Categories [£3 Default Properties  Form andimpd | he current project bar indicates to

Clipboard Risk Views Settings . . .
the active risk register level

Filler |\%l.u%l.u;'gl.ulDl.l Hierarchy based on: [No Hierarchy ~|  CrromrcompETy e mrgehn Baselines.

| General risk information | Calculated Results: Pre-Mitigation | ‘ Post-Mitigation

[ Risk Name ~[[opel = [ ristoissi = [ Threatic| ~ | RiskassionedTo__| = || erabal[~ [ impac| = [ score ([~ | _Score | %] Proban| ~ || mpact (¢ = | Score | = || Description j
1 [ QAprocess takes longer Open  Risk < Threat  Assignedto 7 tasksiresource  60.5%  68.0% -:| - 483 % - QA process includes testing of software cf

2 IE Calculation algerithm has limitations Open Risk %’hreal Task 2: Calculation module 70.0% 163 % 11.4% D 700% 163 % 11.4%

3 IE Unit test found serious bugs Open  Risk {;,‘hrsal Task 11: Unit testing 60.0 % 9.08% 545% 60.0 % 908% 545% Unit test is part of the software implemente:
4 |[@ Delay in developing software documentatior Open  Risk

S (@ Oelay in francing Open  Risk These risks are global for this project | sperstonaire
6 |[@ Delay in getting respense from the client Open Risk

7 | Delay in getting updated requirements. Open  Risk y client. If clien

8 | Faied intergration with third party software ~ Open  Risk Some third party software libraries are regt

Performance test is a critical test before s0

9 | Failed performance test Open  Risk
10 |[@ Key software developer left a team Open Risk {1 < Il team. If at least o
11 |[@ Product champion is not avaiable Open  Risk RiSkS that have been assigned at the
12 |[@ Software reperting compenent failed Open Risk program Ievel have a name (they are
visible) but no assignment

0] o

O Prob/impact Properties

Ready User: DClemans  Risk Register CAP NUM SCRL Sun, Apr 24,2022 1:43:37 PM .2

2. Click the Risks tab and then in the Risk Views group, click Risk Register
3. Double-click on a Risk ID to open the Risk Information dialog box.

4. Enter all risk properties including probabilities and impacts; you may define different risk
alternatives, risk categories, moment of risk (if a risk is assigned to a task or resource). For
more information, please read the RiskyProject User Guide.

5. Click Calculate button
6. Click OK.
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To view Risk Register on Enterprise level:

If you do not have an open project or program (no blue or red bars), this indicates you are looking
at the Enterprise Risk Register:

RiskyProject Risk Register - ) X
FILE ~ PROJECTS RISKS INCIDENTS. ? Q[
4 ocut El ml ia ‘j [ID] Risk ID settings ‘j E ‘E ‘E ‘fl
Z3 Copy {8 Format Risk Matrix
Paste Risk Risk  Risk Mitigation, Risk Risk  Refresh Risk Risk Probability Waterfall Review History
&7 Undo  |pegister| Dashboard Report Response Matrix Trend Categories [E3 Default Properties  Form  and Impact Diagram
Clipboard Risk Views Settings Properties
——| Current Project bar is not shown, therefore, ! = Orani [Compary Leve -
this is the enterprise risk register. —rca\:u\alm Results: Pmmmgatinn‘ Fost Mitigation ‘
| To [~ |Pmum - ‘\mpac - |Scure( - \ Score \4| Probab| ~ ||mpm(r - | Score (1 ~ ‘Des:ﬂphun i|
1 | Fared pertormance test Tpen Hek % Threat 4 3 12 —/1 2 2 4 Perfprmance test is a critical test before software
2 |[@ Falled intergration with third party software ~ Open  Risk & Threat H 3 6 || 2 3 6 Sorf third party software libraries are required to
3 (@ Delay in getting response from the client Open  Risk < Threat 1 - 5 O 1 3 3
4 | Delay in developing software documentatior  Open  Risk & Threat 1 - 5 ] 3 2 6
R ——— OO | | ||+ | | ¢ |re: oo oty o vk
& |[@ Software reporting component falled Open These risks are assigned to these -
7 |@ Unit test found serious bugs Open  Risk projects. Other risks are assigned estis part of the software implemented in adv
& [@ Delay in financing open Rk [ gt the enterprise level. ct is financing based on operational revenus.
9 [ Key software developer left a team Open  Risk are is done in small team. If at least of the pri
10 [ Product champion is not avalable Open  Risk
1 | Calculation algorithm has limitations Closed Risk < Threal  Assigned to 2 project: —
12 [ QA process takes longer Open  Risk QA process includes testing of software changes

This column shows projects this

risk is assigned to. This risk is not assigned to any projects.

] o

O Prob/impact Properties

Ready User: DClemans  Risk Register CAP NUM SCRL Sun, Apr 24,2022 12:33:54PM .2

To view the projects to which a risk is assigned:

When viewing the portfolio or program risk register, the Risk Assigned To field displays the
projects (or programs) to which a risk is assigned.

In the above example, the Current Project bar is not open, which indicates that the you are
looking at the Enterprise level risk register. If the risk is assigned to more than one project, the
Risk Assigned To will become a drop-down list. Click on the list to view all of the projects to
which the risk is assigned.

Changing Risk Visibility
After a risk is created, you may change the list of projects within which the risk is visible.
To change risk visibility:
1. Click the Risks tab and then in the Risk Views group, click Risk Register
2. Double-click on a Risk ID to open the Risk Information dialog box.
3. Click the Visibility tab.
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4. Select a visibility level. You may choose to make this risk visible:

« For all projects/all levels of the hierarchy
« Only at the enterprise level of the hierarchy
« For specific projects
5. If you need to make your risk visible for a particular project, select projects in which you
would like your project to be visible.

6. Click OK.

User must have permissions to
access all projects to be able to select
“All Projects” and “Only Enterprise
level” visibility.

Risk Information

Risk Fam | Probabilties and outcomes | Custo Visbilty | Incidents
Risk name; [Failed softwar nstalation and cnnﬁgummy;/ Risk ID: [RDD00TB21
| Change Risk Vishilty - | Select project where this risk will be visible ‘
[ Project [wisible il
The Risk this visible for: 1 |Blal Software inception Pz
G T - . = Business Plan X
- ) Change risk visibility = Requiement Gathering 5
Only Enterprise: Level, no Projects EE e — =
" Selected Projects =@l Software Elaboration X
6 (=] Product Design bz
7 | =& Software Construction bEd
When you make risk visible on certain level of project hierarchy you approve it B |5 Software Development X
8 | =& Software Transition b4
Administrators or managers may access all visibile and hidden risks and change visibility: 10 [E implementation and Deployment X
1. In the Risk Register, select "Visible./Hidden" hierarchy from the top drop down st 11 [ Marketing: Trade Show, etc X
2. Fora group of risks, select hidden risks, right-click on the risk ID and make them = Projectt “
visible (approve)
To change defauit visbily for new risks) go to:
Project Tab -> Portfolie Options in Portfolio Settings group >
Click on Risk Vishilty (Approval) Rules
The risk is visible in
these projects
KN LIJ

oK Cancel | Help ‘

Automatically Assign Risks to Upper Levels of the Hierarchy

In the above example, the risk “Issue with the hardware” is visible for Project 7 and for Summary
Project 7. Here is an important rule:

If you assign a risk to a low level of the hierarchy, it will be automatically assigned
to levels directly above it unless visibility is explicitly limited to the project.

In our previous example, if you assign the risk “Issue with the hardware” to Project 7, it will be
automatically assigned to Summary Project 3.

To view the projects or programs to which a risk is assigned:
1. Openasummary project (Summary Project 3 in our example).

2. Click the Risks tab and then in the Risk Views group, click Risk Register or Risk
Properties.

3. Double-click on a Risk ID to open the Risk Information dialog box.
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4. Click the Probability and Outcome tab (if you do not have a project schedule) or Assign to
Tasks or Resources Tab (if you have a project schedule).

5. You will be able to see the risk, which is automatically assigned to the summary project.
Column From Project indicates where the risk was assigned originally. The original
assignment can be changed here. You would have to go to the sub project (Project 7 in our
example) to make any changes to the risk assignment.

You can delete automatic Automatic risk assignment (from projects)

risk assignment here, but
you would need to modify it

in the original project i / S, indicates where the risk was assigned
stom Properties
Risk name: [Falled snf:\ /ﬁn and mnfiguratin/ngw/ —1 i
| Arernatives | From Projga#= | ThreatiOpportu] Chance [ Outcome Type Outcome i|

1 % Software Transion Threat 1 Relative Cost Increase 3
2 I sorvore Transiton Threat 1 Relative Delay 2
3 I sorvore Transiion Threat 1 Reputational Risk 4
4

5 | | Thrsat 1 Safety Risk 4
[

7 | | Threat 1 Environmental Risk 4

<] o

Risk is assigned to this level of hierarchy.
Probabilities and impacts can be changed here.

Mutually exclusive altematives: About Risk Atematives |

O Mo Risk: Chance 90.0%
I 10.00% chance of Environmental Risk : 4

i

90.0%

oK Carcdl | Heb |

The same process of automatic risk assignment also works at the enterprise level. Therefore, if a
risk is visible at the enterprise level and you assign it to a particular project, the risk will be
automatically assigned to the enterprise level.

You

may assign the risk to a summary level, even it is already assigned to the project level. This is

useful in situations where the project level and summary level risk is assigned to different categories.
For example, at the project level “Pipeline Crack” is a quality risk, whereas on the portfolio level the
same risk can also be defined as a public relations risk.

e When you change the visibility for the risk, it will automatically be assigned to the associated
summary project or to the enterprise level.

¢ You must have appropriate permissions o make a risk visible for a summary project or at the
enterprise level. If you do not have these permissions, your risk will not be automatically
assigned to the upper level of the hierarchy.

e Automatic risk assignment only goes upward from lower to higher levels of the hierarchy
(summary project and enterprise level), but not from summary projects down to sub projects.
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e Original risk assignments may have multiple mutually-exclusive alternatives with different
probabilities and impacts. These risk assignments may also have a particular distribution of
risk outcomes. When a risk is automatically assigned to the upper levels of the hierarchy, one
integrated risk assignment will be generated, the impact and probability of which will be
equivalent to the original risk assignment.

About Hidden Risks

Risks that are not visible for certain projects will be flagged as hidden for those projects. They
will still exist in the risk register, but only administrators, managers and the particular
owner/manager of the risks will be able to see them.

To see a hidden risk:

1. Click the Risks tab and then in the Risk Views group, click Risk Register or Risky
Properties.

2. From Hierarchy based on drop-down list select Visible/Hidden.

3. You will be able to see all hidden risks for the current project or at the enterprise level, if no
projects are opened.
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About the Risk Approval Process

Risks entered into the system may need to be approved by a manager before they become visible
to other users. The manager or administrator can make risks assigned to specific projects visible
in other projects. There are two methods to make projects visible:

1. Using the Risk Information dialog box (see Changing Risk Visibility) - using this method
you can only change the visibility for one risk at a time.

2. Using the Make Visible (Approve) command - you can modify the risk visibility for a group
of risks.

To make a hidden risk visible:

1. Open the project where you want the risk to be visible. If you don’t open any project, the
risks will be visible at the enterprise level.

2. Click the Risks tab and then in the Risk Views group, click Risk Register or Risky
Properties.

3. Select a single risk or a group of risks.
4. Right-click on the Risk ID.
5. Click Make Visible (Approve).

You must be an administrator or a manager to make risks visible. Even if you are the manager or owner
of a particular risk, you cannot make the risk visible for other levels of the hierarchy.

Deleting Risk Assignments

Risks can be deleted using the same process as in the standalone RiskyProject (see the
RiskyProject User Guide for more information). You may:

« selectarisk in the risk register and press Delete , or
« select arisk or group of risks, right-click on a risk ID and click Delete Risk.

All risk assignments will also be deleted. If these risks are assigned to the projects you need to
open projects individually, recalculate them and save them. This will allow the project risk score
and other information related to project uncertainties to be updated.
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Calculating Risk Probability and Impacts

Risk probability, impact and scores for all risks associated with a particular project or at the
enterprise level are updated each time the risk register is loaded or refreshed:

« When you click the Refresh button

- When you close the current project or load a new project

« When you input a new risk

« When you switch views to Risk Register, Risk Matrix, RiskyProperties, or Risk Details

To update the risk register, Monte Carlo simulations are automatically performed. This is
required to statistically calculate the cumulative impact of each risk. Monte Carlo simulations are
required because the same risk may be assigned to different projects and within a project’s
various tasks and resources. The process of impact calculation is outlined in The Project Risk
Score and Project Ranking.

The probability for each risk is based on the maximum probability of all risk assignments.

Locking and Unlocking Risks

Only one user can edit a risk at a time. Risk editing is done in the Risk Information Dialog box.
Once a user opens a risk, this risk will be locked for all other users. Locked risks have the icon B2
next to the risk name. The risk will be automatically unlocked once risk editing is complete (once
the user closes the Risk Information Dialog box).

If arisk is locked it can be unlocked by an administrator. As an example, it may be necessary for
an administrator to intervene if a user has a risk opened for a long time period.

To unlock a project or a group of projects:

1. Click the Risks tab. In the Risks Views group, click Risk Register or Risk Properties view.
2. Select the risk or multiple risks you would like to unlock.

3. Right-click on the project ID and from the shortcut menu, click Unlock Risk.
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About Risk Documents

You can add documents related to a risk to the risk register as part of your risk management
process. This can be useful in order to add artifacts that were used during risk identification,
assessment or other processes that are considered important to managing the current risk, but also
for future reviews.

To add a document to a risk:

4. Open the risk register.

5. Open the risk to which you want to add the document.

6. Click the Documents tab.

7. You can manage existing documents using the following buttons:

« Extract Document: Click to extract a copy of a document saved to the database onto a
local drive.

« Update Document: Click to update a linked document.

« Delete Document: Click to delete a document from the risk.

Risk Information X

Risk Forn | Probabiities and outcomes | Custom Properties Mtigation Risk Review History Documents \ Visbilty | Incidents |

Risk name: ‘Failed software installation and corfiguration process Risk ID: ‘HDDD[H 841

Doble click on document to open it Extract Documert | _Update Documert | Delete Document |
|

Submited by: Admin 041322 1842
RiskyProjectUserGuide

Link: C:\RiskyProjec 1 Guide pdf

Submited by: Admin 04/13/22 18:43

RiskyProjectAdminGuide _l

| i CFiskyProk s pecthdmnBude pdt Click these buttons to extract,

Submited by: Admin

5] _Tutori update or delete a selected

\L Link: C:\RiskyProjectiRiskyProjectS i » Tutorial.mpp document.

Submited by: Admin
-, intaverPresentationTemplate

/

<7 Link: C\RiskyProjectiRi i i esentationTemplate.pot

Submited by: Admin 041322 18144
RiskyProjectGettingStarted

Link: C:\RiskyProjec pdf

Submited by: Admin 04M3/22 18:44

‘»/\-/‘ RiskyProjectLite Setup32
- Link: C\RiskyProjectiRiskyProjsctSetup\RiskyProject. teSetup32 aip
~—

Documents are listed here.

Click to add a document

oK Cancel Help
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Adding a Document to a Risk

To add a document to a risk:

1.

2
3.
4.
5

Open the Document tab.

Click the Add or Link Document button. The Document Description dialog box will open.
Type in a document name in the Document Name box.

Type in a description of the document in the Document Description box.

Select either the Add link or Save document in the database option.

There are some considerations you should note in regards to these options:

« If you choose to link a document, this provides a path to the local computer. Therefore, it
may not be valid for other system users.

« Ifyou select Add to database, over time this can potentially impact database size and
may lead to decreased performance.

Click the Browse button to locate the file.
Click OK.
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Risk Register and Organizational Units

The Risk Register can be filtered based on organizational units. The Organizational breakdown
structure is defined in User Management console. For more information about organizational
breakdown structures, please refer to The RiskyProject Enterprise Administrator’s Guide.

Each risk can have organizational unit as a risk property. Organizational Unit risk property is a
dropdown list defined in User Management dialog. It is possible to assign Organizational Unit
properties:

e Inthe Risk Form (Risk Information Dialog)
e Inthe Custom Properties tab of Risk Information Dialog

e Inthe Risk Register view directly by inserting Organizational Unit column in Risk
Register grid.

Risk Information

x
Risk Form IthahMies and outcomes | G Properties Mitigation Risk Review History Documents | Visbity | Incidents |
/‘Falled software installation and configuration process Risk ID:  [R00001841 ‘ Edt Risk Form Layout
Risk Lifecycle: Org.Untt Probability: ,ﬁ
You C‘r‘jln a_Iso deflr_]e . [Risk | [company Level =] Sehedule el
Organizational unit using ~ impact [o | [o |
A Engineering
Custom Properties Tab of ot
Risk Information Dialog Hardware
Securty v
>
Assumptions:
Risk Ownershin £ Management Strategy: Timeline
EHETEE A i i it Strate Witigate - Start Date: 082217 2218 -
Define Organizational o 2
Risk Manager: f . . rtunity Strategy: Enhance - End Date: 0572313 08:00 -
unit using Risk Form i
Cost before miigation Cost after mitigation:
Cost of Hitigation
Potential Lost: . -
clemelLes from Waterfall tab: Cost of Response Plan = Total cost of risk Saving from
Probabilty before mitigation: - Cost of Residusl Aisk 000 = with mitigation mitigation/enhacement
Erzz=les |:':'CC 4‘ |:':'CC 4‘ + | Probabilty After Witigation: =
Auto calculation of expectad loss (from Wonte Carlo): No
Cause:
Response Plan | j
Trigger: | j

oK Cancel | Help ‘

Once Organizational Units are defined, you can filter the Risk Register based on organizational
units. The Organizational Units are selected using the drop-down list located at the right top
corner of the Risk Register, Risk Matrix, and Risk Trend views.

Filtering the Risk Register based on an organizational unit takes into account the Organizational
Hierarchy or Organizational Breakdown Structure. For example, if you have Organizational Unit
“Administration” and it has two subunits “Accounting” and “HR”. In this case, in the Risk
Register, if you select “Administration”from drop down list, risks that belong the the organization
untils “Accounting” or “HR” will be shown.

If you select “Company Level” from “Organizational Unit” downdown list, you will be presented
with all visible (approved) risks in Risk Register.
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RiskyProject Risk Register

Click here to expand

=1 ¥ cut [[D] Risk ID Settings = a 5
[ Eiliy = & = (%] & dropdown list of org units
U3 Copy {i Format Risk Matrix
Paste Risk  Risk Mitigation, Risk Risk  Refresh Risk . Risk  Probability Waterfall Review History
¥7 Undo  |Register|Dashboard Report Response Matrix Trend Categories [E Default Properties  Form and Impact Diagram
Clipboard Risk Views Settings Properties
S
Fiter Show Al | Hierarchy bassd on [No Hisrarchy = Org.Unit: [Company Level I[*
I =

‘General risk information

| Calculated Results: Pre-Mitigation

Post-Witigation

| Risk Name

[~ [ ose ~ [ Riskisst

[Threatrc ~ || RiskAssigned To |~ | Probal + [ mpac

[ Failed performance test

Ll

(@ Delay in developing software documentatior

Open

(@ Faild intergration with third party software ~ Open
{8 Delay in getting response from the client Open

Open

¥Z Delay in getting updated requirements
6 |@ software reporting component failed Open
7 | Unittest found serious bugs Open
8 | Delay in financing Open
8 | Keysoftware developer left a team Open
10 | Product champion is not avaiable Open
11 | Calculation algorithm has imitations. Closed
12 | 0Aprocess takes longer Open

Risk
Risk
Risk
Risk
Risk
Risk
Risk
Risk
Risk
Risk
Risk
Risk

& Threat
L Threat
& Threat
& Threat

& Threat
L Threat
& Threat
& Threat
L Threat
& Threat

Software Developmer

Assigned to 2 proje

Risk Register.

I Select Organizational Unit
from dropdown list to filter

Name

= Ei Engineering j

Project is financing based on operational revenue.

‘Software is done in small team. If at least of the pn

QA process includes testing of software changes

N

Ready

@ Probiimpact Properties.

User: DClemans

Risk Register

CAP NUM SCRL Sun, Apr 24,2022 12:23:54 PM .3
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Managing Mitigation and Response Plans

In RiskyProject risk mitigation and response plans are available for all projects and organizational
units. Risk Mitigation and response plan can be entered and edited in Mitigation and Response
View. RiskyProject Enterprise allows linking mitigation and response plans not only to individual

task as in standalone desktop version, but also to a project. If you associate plan with entire
project cost, actual cost, and percent completed of entire project will be used in mitigation plan.

To link mitigation or response plan with a project or a task:

1. Open a project. This project will become current
2. Onthe Risks tab, click Mitigation and Response to open the view.
3. Double click on the Mitigation or Response Plan ID; the Mitigation of Response Plan

properties dialog box opens.

4. Select task from the list of tasks; only one task can be selected.

If you want this mitigation and response plan to be associated with the current project, select

the checkbox the at bottom of dialog box.

To reset the selection of the task and project, click Clear task selection.

Mitigation Plan Properties

Enter description of the mitigation or
response plan

| Mitigation Plan:  Mit1

| Select Assodated Task:

Clear task selection ||

| Task Hame

F

1 - [= Elmworth Pad 5 well: AB Montney
2 -1 =] SCL HZ GC35A ELM 15-30-67-5

4
5
[ =] Gamma Ray Test with Log Correrction
7 - =] Completion

| .

[~ Mitigation or response plan is assodated with entire project ‘Elmworth’

oK | Cancel

n &= Rig Mobilization
=] Driling
=] Rig Release

Select task associated with mitigation or
response plan from the list

I3

Use this checkbox to indicate that this
mitigation plan will be associated with
entire project
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Managing Incidents

Incidents are events that can be recorded, viewed and reported in RiskyProject. In RiskyProject,
incidents are managed similarly to risks. RiskyProject has an Incident Register. This register is
similar to Risk Register. Each Incident has a list of customizable properties that are a different set
than risk properties. Risks and incidents can be linked to each other: one risk may have different
incidents, while one incident may have multiple risks. Incidents have customizable impact
classifications such as Severe Impact, Moderate Impact, Low Impact. The Incidents feature is
only available in RiskyProject Enterprise and requires connection to a database.

These views can be accessed using Incident tabs within the workflow bar or ribbon:
1. Incidents in the Incident Register
2. Incident Statistics as a chart showing occurrence of incidents over time

Enabling Incident Register

Incidents must be enabled in RiskyProject Professional connected to the same database as
RiskyProject Risk Register.

Incident Classification

You can define incident classifications and how incidents appear on the Incident Statistics chart.
The order of the bars on the Incident Statistics are associated with particular incident classes
(groups). For example, for each time period Low (green), (yellow), and Severe (Red
color) are first, second, and third respectively.

Using Incident Classification Settings dialog box you can define:
1. The order using the Move Up and Move Down buttons.

2. The class name (group).

3. Chart periodicity (monthly, quarterly, yearly, etc.)

4. Maximum number of periods on the Statistics chart.

To open the Incident Classification Settings in Incidents tab, click Classification in the Settings
group.
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About Incident Properties

Similarly, to risks each incident has properties that record information about the incident. You
can use incident properties to search and filter the Incident Register. Incident properties can be
have the following types:

« String — text information
« Integer number
o Real number
« Resource — can be taken from list of resources
. Date
« Picklist: dropdown list with values
Integer numbers and real numbers have maximum and minimum values.

The list of incident properties supports a hierarchy and organized into groups.

Customizing the default incident properties

To customize the incident properties:

1. Click the Incident tab > Settings group > Default Properties.

2. Select a row under which you want to add a new incident property.
3. Right-click on the row number and choose New Property Item.

4. Type in the name.
5

Select the type and required values (i.e maximum and minimum values ).

€ || =

6. Use the Indent and Outdent arrows to create groups of incident properties.

If you have Picklist type incident property double-click on incident property ID; Picklist
dialog box will opens where you can enter the list of values.

Default incident properties are saved in the database and can be used for all projects. You may
use the Restore Default button to overwrite changes in default incident properties you made with
standard set of incident properties

Incident ID Settings

You can generate Incident IDs automatically. Alternatively, you can enter Incident IDs manually
in the same manner as you enter any other incident property. If an Incident ID is generated
automatically, you can overwrite it manually. Incident IDs will be incremented each time you
enter a new incident.

Incident IDs can include four components:
1. Prefix —any symbols (optional)

2. Number —from 4 to 16 digits (optional)
3. Suffix —any symbols (optional)
4

Date — date format can be defined (optional)
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The Incident ID may be not unique if you manually overwrite automatically generated IDs.

To enable automatic generation of Incident ID and define the format of Incident ID:

1.
2.
3.

Click the Schedule tab. In the Settings group, click Options.
Click the Incident tab.

Click on Incident ID Format to define rules for Incident 1D automatic generation; Incident
ID Format dialog box opens.

Define the Incident ID prefix and suffix.
Define the number of digits for Incident ID generation.

Enable / disable dates as part of the Incident ID format and define the date format and
position.

Define starting number of Incident ID

Viewing the Incident Register
The Incident view allows you to:

- View a list of incidents with their properties; you can use different incident hierarchies
based on classification, owner, or manager

« Sort and filter the Incident Register by clicking on the icon on the right corner of the
column header; to undo filtering click on Show All in left corner of the view.

« Insert or delete columns with incident properties, define headers for any individual
column or group of columns;

« Create multiple views or tabs shown at the bottom of the view; each view may have
different sets of columns and filters

- Edit incident properties either within a view directly or using Incident Information Dialog
(double click on Incident ID)

« Print the Incident Register
. Export to Excel
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PROJECTS INCIDENTS

1 % cut EI @ [E4 Default Properties

=3 Copy IncidentID Format
Faste Incidents| Incident All Refresh R L j
7 Undo stat ! Select incident hierarchy
Clipboard madent viel - Sort and filter incidents based on classification,
Showe Al \ /ierarchy based on: IND Hierarchy VI /‘ owner, or manager
| \ Ge\ /lﬁnfnrmatinn Classification
. Y :
Reset Filters ident \ﬂ| Date :nc!dent E).wner ~ | | Description ﬂ
ncident
i .| Critical software bug found 08/06/19 00:00 Severe Impact
2 -.:| Malware deleted on one of the workstations 09/14/19 16:56 Severe Impact
3 “.- Network outage 07/04/159 00:00 Moderate Impact
4 - Server Failure 09/14/19 16:54 Sewvere Impact
5. Software source code file is found 091415 164 Low Impact
6 Eud on single workstation 05/14/15 00:0

Severe Impact

Double-click ID s to edit
properties and assign
incidents to risk

List of Incidents with
their properties

Create multiple views with different
sets of columns and filters

Pt o

Default Click [+] to create new views with customized sets of columns and filters

User: Admin  Incidents CAP MUM SCRL Wed, Oct 09,2019 11:04:24 AM .2
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Viewing the Incident Statistics Chart

The Incident Statistics view is used to show the number of issues raised over time for each
particular classification. Each classification can be modified. To edit colors, order, number of
periods, and periodicity (yearly, monthly, etc) use the Incident -> Classification dialog box.

RiskyProject Risk Register
PROJECTS

RISKS INCIDENTS

F— § ; Define classification Incident
= L k) @ %D“a“'t Properties properties, including classes
3 Copy [ID] Incident ID Format
Faste Incidents |Incident All Refresh order and colors
=7 Undo Statistics|  Views = Classification
Clipboard Incident Views Settings
Show Al '1‘; based on: INn Hierarchy VI - Severe Impact - Moderate Impact - Low Impact
Incident Rl Number of
incidents 2 4
1 .| Critical software bug found o e g
View incidents raised
2 L] Malware deleted on one of the workstations /\ in different period of
3 | Metwork outage time
4 -.-| Server Failure
5 -] Software source code file is found
6

:| Wirugs found on single workstation

o January = February = March  Aprl  May  June  July  August September October
-
‘I I LIJ 2019 2019 2019 2019 2019 2019 2019 2019 2019 2019
Ready User: Admin Incident Statistics CAP MUM SCRL Wed, Oct 09,2019 11:05:45 AM .2
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Editing Incident Information
To edit incident information:

In Incident view or Incident Statistics view double click on incident ID. The Incident
Information dialog box will open.

Incident Information Dialog box includes the following tab:

« General Tab: allows you to edit Incident Name, Incident ID, Date and Time of Incident,
Incident description, Incident follow up actions.

« Custom Properties: allows you to edit all individual custom properties.
« Associated Risks: allows you to assign risks to the incident.

Edit general information: description,
follow up actions, date and time

\/ﬂfmatlon Edit incident @
. properties
General Information | Custom Pmpeﬁml

Incident name |SENEF outage Incidert 1D: |ID00000DS
Al Risks: Risks Associated with Incident:
| Name i‘ Name i‘

1 Calculation algorithm has limtations 1 Calculation algorithm has limitations

2 Competition on the market place 2 Competition on the market place

3 Delay in developing software documentation 3 Delay in developing software documentation

4 Delay in financing 4 Delay in financing

5 Delay in getting response from the client 5 Delay in getting response from the client

6 Delay in getting updated reguirements

7 | Failed intergration with third party software .

8 Failed performance test

9 | Failed software installation and configuration process #

10 Key software developer left a team

" Nightty build is broken

12 | Product champion is not available

Click to assign
incidents to risks

13 | QA process takes longer

14 | Requirement changes

15 | Software reporting compaonent failed

16 | Unit test found serious bugs

QK | Cancel ‘ Help |

vain You can assign incidents to risks in the Incidents tab of the Risk Information dialog box. When in the
Risk Register you can double-click on a risk ID and go to Incident tab.
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Chapter 4. User Management and
RiskyProject Configuration
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About User Management

In RiskyProject Enterprise, user management is based on users, roles and permissions. Each
individual who accesses the system should be assigned user logon credentials which are defined
in the User Administration panel. Users can be assigned one of three roles: Administrator,
Manager or User. The RiskyProject Enterprise Administrator’s Guide describes the user
management process. This section describes only how the user can define personal information.

About Roles

RiskyProject Enterprise has 3 defined roles that can be assigned to users: Administrator, Manager
and User.

o Administrator: the administrator has full access to RiskyProject functions.

e Manager: the manager may have full access to RiskyProject, except for the ability to
manage users and change user permissions. The manager’s permissions can be limited by
the administrator.

o User: the users cannot edit managers, users, modify portfolio settings, or delete projects.
In addition, the administrator can limit a user’s permissions.

Only administrators can edit user information. A user can only edit their own information,
including passwords. The administrator cannot set or modify user passwords. Only administrators
and managers can change risk visibility information.

Updating Personal Information

To update personal information:

1. From the File menu, click Users. The User Management panel will open.
2. Review your permissions - permissions cannot be changed by users.

3. Update your personal information.

4. Click OK.

About Permissions

Each user has different permissions:
« Create, modify and delete risks
. Create, modify and delete mitigation and response plans
« Create projects

By default, the Administrator role has all available permissions. Only administrators can change
permissions for users and managers. For more information about how to change user permissions,
please read the RiskyProject Enterprise Administrator’s Guide. All administrators, managers and
users can view all projects and all visible risks. However, if a user does not have permission to
modify a risk or a mitigation/response plan, the Risk Information or Mitigation Plans will be
read-only. If a user attempts to open the project to which they do not have permission, they will
be prompted that they do not have permission to perform this action.
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You can always create risks in projects to which you have permission. However, you need
permissions to create risks at the enterprise level.

Both managers and administrators can approve (make visible) risks at each level of the
project hierarchy.

A user can always modify risks as soon as he or she is listed as an owner or a manager for this
risk.

A user or manager must have permissions for all projects (the entire portfolio) to be able to
create risks at the enterprise level.

If you use the RiskyProject add-in in Microsoft Project and the project does not exist in the
RiskyProject database, it will automatically be created in RiskyProject regardless of user
permissions.
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Notification Manager

In RiskyProject, you can configure emails which will be sent to users to notify them regarding the
status of risks, changes in their properties and upcoming risk reviews. Who needs to receive
messages, what those messages are and when they will be sent are all fully configurable by
administrators.

RiskyProject can be executed using Windows Task Scheduler every 5 — 15 minutes without
preventing user interface and can send out notification e-mails. Notifications can be configured
using Notification Manager. Notification Manager is accessible from Tools -> Notification
Manager or from File -> Users -> Users Tab -> Notification Manager. After notifications are
configured, RiskyProject can read data from notification messages in the RiskyProject database
and send them.

To execute RiskyProject using Windows Task Scheduler to send notification messages, it is
recommended to install RiskyProject Professional, Lite, or Risk Register on the server. This
installation can be done exactly the same way as on a client’s computer. A dedicated user can be
created to execute RiskyProject for notification messages. The user name and password for
RiskyProject installed on the server will be encrypted and saved in the registry. When
RiskyProject is executed by the Task Scheduler, no interface will be prevented and user name and
password will not be asked. For more information about how to configure a Windows Task
Scheduler, please read the RiskyProject Enterprise Administrator’s Guide.

On Client Computer On Server
| Generate

| Notification Notification
“Silent” RiskyProject
RiskyProject "] RiskyProject —»| Professional, Lite or

Professional, Lite or Database Risk Register
Risk Register View e-mail Update e-mail
log log
Send
e-mails

Configuring Notification Messages

To start Notification Manager:

1. GotoTools

2. Click on Notification Manager
Or

1. GotoFile

2. Click on Users - the User dialog will come up
3. GotoUsers Tab
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4. Click on Notification Manager

The Notification Messages tab allows you to configure individual messages. Double-click
message ID to enter text for the message. You can use the buttons Risk, First Name, Last Name
to substitute the message text with risk name and name of the message recipient.

Motification Manager &J

Notfication Messages } Notification Everts | Configure e-mail |

Please defines different types of notfication messages here

Name ‘ E | Type When Whom i|
Risk review notification B Risk review is due 1 hour before Owner

1
2 Risk property change Properties are updated Instantly Owner
3 Risk opened B  Riskis opened Instanthy Qwner
4 Risk is closed Risk is closed Instanthy Manager

I T R [ Y N gl

1 hour before -
2 hours before
Day before

3 day= before
Week before -

Double click on Enable or Select different Messages can be sent to:
message ID to disable types of
define messages messages isk revi - Owner
message text Risk review - Contact
reminders can be R Manager
sent instantly or in R Recorder
advance; other - Upper management of
messages are sent owner one level up
L instantly
oK Cancel Help ‘
vy You can define multiple risk review reminder messages if you you want to send reminders at

different times, for example, one hour, one day or one week in advance.

Viewing Sent Notification E-mails

You can view all notification event e-mails which have been sent using the Notification Events
tab of Notification Manager. To copy, delete or view details of notification messages:

1. Right click on the message ID
2. Select copy, delete or view details of notification messages from the dropdown menu

3. If you select View details, you will be presented with a dialog which will include an error if a
message was not sent.

You can click the Sent button if you wish to force sending notification messages without waiting
for the execution of a scheduled process.

You can also limit the number of records of sent messages stored in the RiskyProject database.
Each time the scheduled process to send messages is executed, it will delete the oldest messages.

Configuring E-mails

You can configure how to send notification messages using the Configure E-mail tab of
Notification Manager. This tab consists of two sections:

85



The upper section allows you to configure email server settings. It includes information about
your e-mail server, port, encoding, etc. E-mail settings will be saved in the system registry.

The lower section allows to you send test e-mails to ensure that settings are correctly
configured.
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