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About RiskyProject Enterprise

RiskyProject is project risk management software. RiskyProject can be configured as standalone
desktop software, which saves files to the set of files for each project, and enterprise software,
which saves data in the database. As the same installation package is used for desktop and
enterprise software, switching from one version to another is quick and easy. You can switch
from one configuration to another two configurations using the RiskyProject user interface.

RiskyProject
. Risk Register
Optional
A Enterprise _ :
Configuration RiskyProject
Database
Microsoft A ) . A
Project »  RiskyProject
Professional Export
Oracle Import
Primavera > > :
I
Other _ )
Scheduling RlskyLIferJect RiskyProject Files
Software y, ite Y, > *ALM)
Standalone
desktop

configuration
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What do | need to install RiskyProject Enterprise

To install RiskyProject Enterprise you need to have:

1.
2.

RiskyProject Professional installation file: RiskyProjectSetup.msi
License file (RiskyProject.lic)
License file includes the following information:

o  Number of users

« Type of users: concurrent or named. If users are concurrent, only a limited number of
users can be logged on to the enterprise system at the same time. If users are named, only
a limited number of user names can be entered into the system.

« Duration of the license.
By default (without license files), the number of users is 1 and license duration is 1 month.

Access to the database. At a present moment, RiskyProject works only with SQL Server or
SQL Server Express. RiskyProject supports SQL Server 2018 and later. SQL Server Express
can be downloaded free of charge from the Microsoft web site.

RiskyProject Lite installation file (optional): RiskyProjectLiteSetup.msi
RiskyProject Risk Register installation file (optional): RiskyProjectRiskRegisterSetup.msi
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RiskyProject and Windows Authentication Modes

Before installing RiskyProject you may need to decide, what authentication mode you will use.
RiskyProject uses two authentication modes:

1. RiskyProject authentication. In this mode RiskyProject administrator needs to define
Organizational Breakdown Structure (OBS) with all users in RiskyProject using User
Management dialog. Administrator will define user information including names, emails and
other contact information, permissions, roles. The administrator will assign RiskyProject
license types for each user which include RiskyProject Professional, RiskyProject Lite, or
RiskyProject Risk Register. In this mode all user information including passwords in
encrypted form are saved in the RiskyProject database. This way of authentication is
recommended if Windows directory is not accessible or if OBS used in RiskyProject is
different than in the Windows directory. For example, if RiskyProject will have only a few
users and Windows directory contains all users in the organization.

2. Windows and RiskyProject authentication. In this mode RiskyProject will authenticate the
user against Windows Active directory. If the user has appropriate permissions, RiskyProject
will read OBS to each time RiskyProject starts and save it in RiskyProject database. This
OBS information will be used for RiskyProject operation. Users will not enter their
passwords when logging onto RiskyProject. Since the Windows directory does not contain all
information necessary for RiskyProject operation, the administrator needs to define user
permissions, license types, and contact information and save this in the RiskyProject
database. The administrator may add user that are not in Windows directory, to RiskyProject
database. These users may need to enter their user names and passwords. Also, the
administrator may remove certain users from RiskyProject OBS even if they are in the
Windows directory. This method of authentication is recommended when many or all users in
organization need to have an access to RiskyProject and organization has an extensive OBS.

Authenticate user and
copy OBS information to
RiskyProject database

RiskyProject Windows Directory

Professional <
e Define user information not available in Windows
directory (permissions, licenses, etc.)
e  Authenticate users, who not found in Windows
‘ directory (with RiskyProject authentication mode)

RiskyProject
Database
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Installing RiskyProject Professional

Use the RiskyProject Professional installation file (RiskyProjectSetup.msi) to install RiskyProject
Enterprise.

Configuring Access to a Remote Database

The RiskyProject database must be accessible by RiskyProject clients (RiskyProject Professional,
RiskyProject Lite, or RiskyProject Risk Register), which are installed on computers on a network.

Firewall systems help prevent unauthorized access to computer resources. If a firewall is turned
on but not correctly configured, attempts to connect to SQL Server might be blocked.

For more information regarding how to configure a firewall please visit:
http://msdn.microsoft.com/en-ca/library/cc646023.aspx.

For each Windows user or group on your network that will be running RiskyProject Enterprise,
you must use SQL Server Management Studio to create:

1. SQL Server Logins for all your users or groups

2. Once you have installed the RiskyProject Enterprise database, users in the RiskyProject
Enterprise database with memberships in the db_datareader and db_datawriter roles.

. Mar e B . —
A5 Microsoft SQL Server Management Studic Express

File Edit View Teols Window Community Help
D NewQuery | [y |1 ool W@ BEEBRES.

Object BExplorer >4 x

Summary
Y= TE lama .
o (@ LsaL || Database User - RiskyProjectWithEnterprise = | Bl |
= [ Databases
Selecta i 7
3 System Databases a Gana:’ge :_S Seript * Lj Help
] R?SWP’UJ:EC': 27 Secursbles I
= | RiskyProject2 27 Exended Properies User name: 1
[ Database Diagrams - . . 5
RiskyProject With Ent . 1
£ Tables isky Proje: erprise
L3 Views
3 Synonyms
3 Programmability
= 3 Security
B [ Users Defauk schema: dbo )
(A, dbo
# Schemas owned by this user;
I£), guest J Seh
[, INFORMATION_SCHEMA TeC oIS i
[, RiskyProjectWithEnterprise PR cossa i
1“ sy db_backupoperator =
3 Roles db_datareader
[_3 Schemas db_datawriter
[ Asymmetric Keys db_ddladmin
[ Certificates Conneclion db_denydatareader
3 Symmetric Keys Server e
LJ RiskyProject3 LVIRINE-PC\SQLEXPRESS Database role membership:
| ) RiskyProjectinstallTest Connection: Role Members -
3 Security _ Iviring-PCvirine |:| db_accessadmin
- SEN.E’ O.bJECtS 37 View connection properties [0 db_backupoperator =
[23 Replication db_datarsader
3 Management Progress db_datawriter
db_ddladmin
Ready
[F] db_denydatareader
7] db_denydatawriter -
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Installing Empty RiskyProject Database

1. From RiskyProject directory (e.g. C:\Program Files\Intaver\RiskyProject 7.2) launch
RiskyProjectDB.exe.

Locate database script file. By default,
i Install RiskyProject Database thls script is Io_cated in t_he same
directory and is named:
| I 1 Database name: RiskyProject.sql
The database name | RiskyProject

must be unique

Database script path: Z 7

| C:\Program Files\Intaver\RiskyProject 6.0'\RiskyProjec Browse

Creating database components:

Note: You will need to define OLE DB Provider, Data Source, and information to

o log on to the server. You don't need to define initial catalog.

Click here to install i
database

Close
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2. Select the database provider such as Microsoft OLE DB Provider for SQL Server:

[F| Data Link Properties X

Provider Connection Advanced Al

Select the data you want to connect to:

OLE DB Provider(s)

Microsoft Jet 4.0 OLE DB Provider

Microsoft OLE DB Driver for SQL Server

Microsoft OLE DB Provider for Analysis Services 14.0
Microsoft OLE DB Provider for ODBC Drivers
Microsoft OLE DB Provider for Oracle

Microsoft OLE DB Provider for Search

Microsoft OLE DB Provider for SQL Server
Microsoft OLE DB Simple Provider
M5DataShape

OLE DB Provider for Microsoft Directory Services
SQL Server Native Client 11.0

Mext ==

Cancel Help

3. Specify data link properties. In Select the database or server don’t select anything or select

master

[F| Data Link Properties x

Provider Connection Advanced Al

Specify the following to connect to SQL Server data:
1. Select or enter a server name:
|EC2AMAZ—F554O oM ~ || Refresh
2. Enter information to log on to the server:
(@) Use Windows NT Integrated security

(O Use a specific user name and password:

Blank password Allow saving passwond
3. (®) Select the database on the server:
= .

() Mttach a database file as a database name:

Test Connection

OK Cancel Help

Click OK. RiskyProject database will be created.
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Setting up connection to database
1. Launch RiskyProject Professional, RiskyProject Lite, or RiskyProject Risk Register
2. Select Enterprise Client (requires database)

3. Configure database connection: follow the same steps you use to connect to the database as
you did in step 3. In Enter the initial catalog to use select the database you just created.

4. Select if you would like to use Windows and RiskyProject Authentication (Active
directory). Alternatively, you can use RiskyProject Authentication. If you use Windows
Authentication, you may define a Domain Name for Active directory.

Enabling number of users, type of user licenses, and license duration

Number of users, type of user licenses (concurrent or named users) and license duration come
from the license file, such as RiskyProject.lic. If this file is not available, default number of users
will be 1, license duration will be 30 days.

e If you use concurrent user type, RiskyProject will control how many users can logon to
the database at the same time.

e If you use named user type, RiskyProject will control how many user names can be
available.

You may switch type of users, number of users, and license duration at any time. To do so, you
must request a new RiskyProject license file (RiskyProject.lic).

10
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These information will be populated
from the license file

Select license file
which is supplied by
Intaver Institute

_

RiskyProject Enterprise License Information

—

ﬂ.lmber of users

N\ /

RiskyProject Professional users: |2
|5

—

RiskyProject Lite users:

RiskyProject Risk Register users:

To update number of users and type of user license please
use license file (RiskyProject lic) from Intaver Institute

Type of user license: INamed Users

License Expiry Date
Start date:

I-i,-"15,-"2{]22 Number of days:

|365 I-L-’ 15/2023

Expiry date:

RiskyProject Enterprise Authentication

& Windows and RiskyProject Authentication Mode
" RiskyProject Authertication Mode

Active Directory Domain:
(Optional)

Motification Manager

Defining Information about Administrator

If you use RiskyProject authentication method you need to define Administrator’s information. It
is a first user information which will define all other users. Administrator will have full

permissions to all RiskyProject data.

User Profile

Enter user name. You will be x

prompted to enter a password

User Name: IAdmin <| in subsequent dialog. License: IProfessionaI LI
Display Name: | Admin Role: I.-'-\dminish'ahnr ;|
First name: I John Last name: I Pollad: Initial: I

Description: I ¥YZ system administrator

 Contact information

¥ Create risks/fincidents*
¥ Madify risksfincidents

¥ Delete risksfincidents

¥ Madify mitigation/response plans

¥ Delete mitigation response plans

L . Assign user to organizational unit in
s KYZ Company S e L I ‘Users and Org, Structure’ tab of User Management Dialog
Address: 505, 5th Avenue
City: New York State: I Mew York Country: I Usa
Postal Code: [ 21754
Eis B [ 212-455-54-54 Home Phone: [212-545-65-66] Cellphone: |
E-mail: I
—Emergency contact information
First name: E-mail: |
tastname: Bus. Phon|  Administrator has full
" permissions to RiskyProject
anager:
i data and features. Change_|
Permissions

¥ Create mitigation/response plans

¥ Create projects and update project hierarchy

* Select 'Create risks' to allow user to create risks at
enterprise level of the hierarchy. Users can always
create risks on project in which they have permissions,

0K Cancel

11
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After you define the Administator’s information, you need to define password for administrator.
Passwords can be recovered via email. Therefore it is important to define the correct email of
Administrator in User Profile dialog and configure email access in Notification manager (see
Notitification Messages in the RiskyProject Enterprise User Guide for more information).

If user name or password for administrator are lost, email is not configured, and other
administators are not defined, the only way to recover administrative access to RiskyProject
would be to delete all content of RP_Users table in the database.

Installing RiskyProject Sample Database

RiskyProject comes with a sample database, which includes sample data. The sample database
will help you to learn how to use RiskyProject. To install the sample database:

1. Download the script called RiskyProjectSampleDB.sql from
https://intaver.com/products/riskyproject-enterprise and save it in the temporary folder.

2. Start RiskyProjectDB.exe from the RiskyProject directory.
Click Browse and select the script called RiskyProjectSampleDB.sql

4. Configure access to the database by following the steps outlined in “Step 3: Install Empty
RiskyProject Database”

5. Set up database connection by following the steps outlined in “Step 4: Setup connection to
database”. Administrator’s user name is Admin, password is Admin (case sensitive).

@ You can also execute the same script using Microsoft SQL Server Management Studio.

Configuring Access to Remove SQL Server Database

This section explains how to configure remote access on a SQL Server instance and connect to a
remote SQL Server instance with RiskyProject client

Configuring remote access on a SQL Server instance
1. On the server Start Microsoft SQL Server Management Studio
2. Right click on the server and select the Properties option.

3. Inthe Server Properties dialog under the Connections tab check the Allow remote
connections to this server option:

12
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|5 Server Properties - EC2ZAMAZ-GOEBOENSOLEXPRESS - O *
S::e[:::;:ge ; Script - u Help
E'“ Memmany
L7 Processors Connections

A Security
- - b aximum number of concument connections (0 = unlimited);

2 Advanced 0 z

A Permizsions ) )
— [] Use query govemor to prevent lang-iunning queries

0 =

Drefault connection optiors:

[ implicit transactions A
[ cursor close on cammit

[ ansi warnings

[ ansi padding

[ AMSIMULLS
[ arithmetic abort v
Connechion Remate server connections
Server - ;
EC26MAZ-GOBB0E/\SOLEXPRE Allow rermote: connections to this server I
) Remote queny timaout [in seconds, 0= no timeout]:
Caonnection: <
EC24MA7-GOEE 0B Widministrato 600 =

2 View connection properties s . .
[ Require distributed transactions for server-to-server communication

Progress

Read . .
o (® Configured values () Running values

Cancel

4. Go to Start->Programs->Microsoft SQL Server... ->Configuration Tools and select the SQL
Server Configuration Manager

5. Under the SQL Server Network Configuration select Protocols for <your server name>:

E 3ql Server Configuration Manager
File  Action  iew Help

= | | EGCQ= H

‘@ 0L Server Configuration Manager (Local) Protocol Mame Sratus
B SOL Server Services ] ] ] %~ Shared Memory  Enabled
_E_ S0L Server Metwork Configuration (32bit) %~ Named Pines Disabled
.. SOL Mative Client 11.0 Configuration (32bit) = TCP/IP P Enabled

= . . nahle

[l erygar [latn

B Protocols for SOLEXPRESS
= 0L Mative Client 11.0 Configuration

Make sure that TCP/IP protocol is enabled and right click on TCP/IP and select the Properties
option. In the TCP/IP Properties dialog select the IP Addresses tab and scroll down to IPAII. If
the TCP Dynamic Ports dialog box contains 0, which indicates that the Database Engine is
listening on dynamic ports, delete the 0 and set the TCP Dynamic Ports to blank and TCP Port to
1433. Port 1433 is the default instance that SQL Server uses:

13
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TCP/IP Properties ? >
Protocol  IP Addresses
TCP Dyhiamic Ports o] -~
TCP Port
B rs
Active Yes
Enabled Mo
IP Address 2001:0:9d38:953 04611 2d455e0n
TCP Dyniamic Ports o]
TCP Port
B p7
Active es
Enabled Mo
IP &ddress fedlndat:2dddh53elie S5 7%5
TCP Dwnamic Ports o]
TCP Port
= pan
TZP Dryniamic Ports
TCP Port 1433
W
Active
Indicates whether the selected IP Address is active,
Cancel Apply Help

6. When you click the OK button you will be prompted with a message to restart the service. In
the left pane of SQL Server Configuration Manager click SQL Server Services, right-click
SQL Server<instance_name>, and click Restart:

E Sl Server Configuration Manager
File  Action  Wiew Help
L JIERETN 7 RRCROROXC)

‘@ S0L Server Configuration Manager (Local) MName State Start Mode

B SOL Server Services #5501 s
E_ 0L Server Metwork Configuration (32bit) =

erver Browser Running Autormatic

SOL Mative Client 11.0 Confi tion (32bit) 0L SepzerlS ; N Running Automatic
5 ative Client 11.0 Configuration i
= saLs Start Stopped Other (Boot, Syste..
w _E_ S0L Server Metwaork Configuration @ a o "ppe er (Boot, Syste
- Pratocols far SOLEXPRESS °F
b 50L Mative Client 11.0 Configuration Pause
Resurme

Festart

Properties

Help

7. You also need to configure a Windows Firewall for Database Engine Access. To add a
firewall exception for the 1433 port go to Programs -> Administrative Tools select the
Windows Firewall with Advanced Security option.

8. Inthe Windows Firewall with Advanced Security dialog click on the Inbound Rules option
and select the New Rule command:

14
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File  Action

o | HE = HE

Wiew  Help

ﬁ Windowrs Firewall with Advancy
&3 Inbound Rules
&Y Outbound Rules
B Connection Security Rules
B Monitoring

9 Windows Firewall with Advanced Security

Inbound Rules

Marne

@ Allloyn Router (TCP-In)

@ AlJoyn Router (UDP-1m)
BranchCache Content Retriewval (HTTP-In}
BranchCache Hosted Cache Server (HTT..
BranchCache Peer Discovery (WSD-In)

0 Castto Device functionality (qW/ave-TCP..,

& Cast to Device functionality (gWave-UDP..,

@ Castto Device SSDP Discowvery (UDP-In)

0 Castto Device streaming server (HTTP-5t.,
W Castto Device streaming server (HTTP-5t.,
W Castto Device streaming server (HTTP-5t.,

i
i
@ Castto Device streaming server (RTCP-3t.,
& Castto Device streaming server (RTCP-3t.,
@ Castto Device strearning senver (RTCP-5t..
i
i

@ Castto Device strearning server (FTSP-Str.
W Castto Device streaming server (RTSP-Str.,
W Castto Device streaming server (RTSP-Str.,

@ Castto Device UPnP Events (TCP-In)

COM+ Metwork Access (DCOM-In)

COM+ Remote Sdministration (DCOM-In)
0 Core Networking - Destination Unreacha..,
0 Core Networking - Destination Unreacha..,
@ Core Metwarking - Dyvnamic Hast Config..,

<

=

Group

Allloyn Router
Allloyn Router

BranchCache - Content Retr..,
BranchCache - Hosted Cach..,
BranchCache - Peer Discove..,

Castto Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Castto Device functionality
Castto Device functionality
Cast to Device functionality
COM+ Metwvork Access

COM+ Rernote Administrati.,

Core Networking
Core Networking
Care MNetworking

Profile
Dornai.,
Dormai.,
Al

All

All
Private..,
Private..,
Public
Priveate
Dornain
Public
Public
Dormain
Private
Dornain
Priveate
Public
Public
Al

All

All

All

All

Ll

Actions

Inbound Rules

Meuw Rule...

Filter by Profile
Filter by State

4 < <[E

Filter by Group
Wiewn
|G Refresh

=h Export List.,

=

[ Help

- v v v

9. Inthe New Inbound Rule wizard select the Port option and click Next

10. In the Protocols and Ports window specify the protocols and ports to which a rule applies.
Select the TCP option, in the Specific local ports text box enter the 1433 port, and click Next.

11. In the Action window select the Allow the connection to specify the action to be taken when
a connection matches the conditions specified in the rule.

12. Specify the profiles for which the rule applies in the Profile window, and click Next. You can
now see the created rule in the list of inbound rules.

13. If you are using Amazon Web Services, you also need to open port 1433 in Security group.
For virtual machine with RiskyProject client, define port 1433 as part of Outbound rules.

Description Inbound Qutbound Tags

Edit
Type (i Protocel (i Port Range (i Destination (i Description (i
MS sQL TCP 1433 0.0.0.0/0

14. For virtual machine with SQL Server database, define port 1433 as part of Inbound rules.

15
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Description Inbound Qutbound Tags
Edit
Type (i) Protocol (i) Port Range (i Source (i
MS SQL TCP 1433 0.0.0.0/0
MS saL TCP 1433 0
RDP TCP 3389 0.0.0.0/0
RDP TCP 3389 0

15. RiskyProject connection to remote database is similar to connection to locally installed
database. However in Data Lost Properties dialog, Connection tab, you need to define IP
address of remote computer before the name of the instance.

£ | Data Link Properties Iﬁ
Connection | Advanced | Al
Specify the following to connect to this data:
1. Enterthe data source and/or location of the data:
Data Source: 123.45 65 1ATESTPC\SQLEXFR
I
2. Enter information to log on to the server:
@ ilJse Windows NT Integrated security:
() Use a specific user name and password:
Blark password Allow gaving password
3. Enterthe initial catalog to use:
-
ok | [ cancel || Heb ||
| %

16
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Chapter 3: RiskyProject Enterprise
Configuration
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About User Management

In RiskyProject Enterprise, user management is based on users, roles, and permissions. Each
individual who accesses the system, should be assigned user logon credentials which are defined
in the User Administration panel. Users can be assigned one of three roles: Administrator,
Manager, or User.

RiskyProject Enterprise licensing defines the:

« Number of named or concurrent users
« The number of each Professional, Lite, and Risk Register modules that are included with the
system.

About Organizational Breakdown Structure

In RiskyProject Enterprise, you can define an Organizational Breakdown Structure (OBS). The
OBS includes a hierarchical system of Organizational Units and Security Groups. Security
groups are used to define permissions for groups of users. A hierarchy of organizational units
should repeat the actual organizational structure and include information about the location and
managers of organizational units. This information is used for properties of projects, risks, and
issues, as well as for risk notification. Users may belong to multiple organizational units or
security groups.

About Roles

RiskyProject Enterprise has 3 defined roles that can be assigned to users: Administrator,
Manager, and User.

Administrator: has full access to RiskyProject, including managing permissions.

Manager: may have full access to RiskyProject except managing users and updating user
permissions. The manager’s permissions can be limited by an administrator.

User: cannot manage users, modify portfolio settings, or delete projects. In addition, an
administrator can limit a user’s permissions.

About Creating and Modifying Users, Organizational Units and
Security Groups

Create a New User

Once you have created the Administrator role, you can create a new user.

To create a new user:

1. Click the Users and Org Structure tab.

2. Inthe User Name column, click in an empty row and type in the user name.
3. Inthe Role column, Select a role for the user from the drop-down list.
4

Select a RiskyProject module type for the user. Modules are RiskyProject Professional, Lite,
and Risk Register. The logon will be denied if the assigned module does not correspond with
actual software installed on user computer.

18
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Start with entering

Use Indent/Outdent

using name buttons to create an
User Management organizational hierarchy x
My Profile Users and Org. Structure l Project N\ is ] Logon Histary ] License 1 /
For a Named Users | Use\ \Licenses Organizational Structure and Security Groups |
Ilcen_se’ you can see essional:| 2 from 2 | Lite: 5Ehym 5 | Risk Register: 0 from 10 Egl:iflgn uzil;tmaﬁdrgcl-llgrlt(s[ele user,
maximum number of e
licenses and current First Name Last Name User Name Role License = Name Type Des *
number of censes.  (f NN e Do Do B e oo oo o
You cannot assign 2 |[E] Peter Kara Kara Administrater  Professional |E| John Orly Administrator
T‘|0rec:lcf'ensde$ to user 3 |[B] Ken Johnson Johnson User Lite 3 |H® Managers Security Group
than defined in
R . . 4 |[B] Jack Dossen User Lite 4 M Users Security Group
license file provided P L ” Lt = = F OraUnit
by Intaver Institute. ate ade ser (- o1 Finance rg.Un
6 |[B] Nancy Cline User Lite 6 [G] Kate Jade User
7 |[E] Roger Whitten User Lite 7 [&] Mancy Clne  User
( 8 |= (=] Development Org.Unit
3. Select users _
9 [&] Peter Kara Administrator
10 [&] KenJohnson User
To assign user to L 1 [8] JackDossen User
differen%organizational 2, SEIRE QR 12 [G] Roger Whitten User
o < units or security group
units: 13 |EEm Org.Unit
/ 14 [&] John Orly Administrator
\ 1. Click to assign a user
Double click on |D to define permissions and other user information Double click on 1D to assign managers and permissions
0K | Cancel | Help

Right-click on the user and choose User Profile. The User Profile dialog box opens.

In the Permissions group, select the permissions that you want to grant to the user.

5
6. Add user information as required.
7
8

Click OK to save the user profile.

Create the Organizational Structure

You can define organizational units and security groups in the right pane of Users and Org
Structure tab. Three security groups: Administrators, Managers, and Users are created by

default.

To create an organizational structure:

1. Type organizational unit or security group name in right pane.

2. Designate it as an Organizational Unit or Security Group by selecting Org. Unit or Security
Group in Type column on the Organizational Structure and Security Groups pane.

Use the Indent/Outdent buttons to create the organizational hierarchy.

4. Assign users to organizational unit or security group by:
a. selecting users,
b. selecting an organizational unit or security group, and

c. clicking the [ ->] button to assign users.

5. Right-click on the organizational unit and select Properties. Enter the managers, description
and location of the organizational unit. If you use the Windows and RiskyProject

19
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Authentication method, this information will be obtained from Windows and will be read-
only.

6. Right-click on the security group and choose Permissions. Assign permissions to the group.
The permissions will be applied to all users in the group. Administrators have full access to
all functionalities.

Updating User Information

To update User information, double-click on user ID in the Users and Org Structure tab of the
User Management dialog.

Assign license type to the user from [

Use ) the pool of available licenses x
Click to create a temporary password for the user . _————
(RiskyProject authentication mode only) P [professona B

Reset User Password
Display Mame: | Kara Role: |User j
First name: | Jack Last name: | Karagan Initial: |
Description: | Director, Information System
Bl - o . Assign user to organizational unit in
Company: | XYZ Corp Organizational Unit: "Users and Org,Structure’ tab of User Management Dialog
Address: | 760, 5th Ave
City: | New York State: [Mew ¥ i } )
T Temporary password will be used to this email.
FrsElEnis | Also this email will be used for password recovery.
Bus. Phone: | 212-304-4356 e e 212%:&'%0%: | 212-3335465
E-mail: | kara@xyzcorp.com

Emergency contact information

First name: | E-mail: |
Last name: | Bus. Phone: Define user
permissions
Menager | = ——— [ crence |
Permissions

[ Create risksfinddents® [V Create mitigation/response plans [+ Create projects and update project hierarchy
e B ¥ Modify mitiation/response plans * Select 'Create risks' to allow user to create risks at

fy risks/i fy mitigation/response p enterprise level of the hierarchy. Users can always
¥ Delete risksfinddents [ Beiote mitationfrespones pians create risks on project in which they have permissions.

0K | Cancel |

If you use RiskyProject authentication mode, user profile includes option to generate a temporary
password. If you click Reset User Password, a new temporary password for the user will be
generated. When new user first logged on to RiskyProject, the temporary password will be
required. After this the user will be propmted to change the password.

If your Administaror enters the user’s email in User Profile Dialog and configures email
notificatins (see Notification Messages of RiskyProject Enterprise User Guide for more
information), the temporary password will be sent to you automatically. If an e-mail is not
defining or sending email is not configured, the Administrator can copy temporary password from
the subsequent dialog and provide it to user by other means.

The passwords can be recovered via email if the user clicks on Forgot Password in Logon Dialog.
Therefore it is important to define correct email and configure sending email.

If you use Windows and RiskyProject authentication mode the User Profile dialog will not have
option to reset user passwords. In this mode, users are logged on based based on their Windows
credentials.
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Switching Between Authentication Modes

In RiskyProject you may Have different user authentication using different modes. For example,
user John will have Windows authentication and user Jack will have RiskyProject authentication.
Authentication modes are defined in the Users and Org. Structure tab of User Management

dialog box.

You can switch between two authentication methods using License and Security tab of User
Management dialog.

¢ If you switch from Windows and RiskyProject authentication to RiskyProject
authentication you must have a least one administrator with RiskyProject authentication.
After the switch only uses with RiskyProject authentication mode can logon to
RiskyProject.

e If you switch from RiskyProject authentication to Windows and RiskyProject
authentication, your organizational breakdown structure defined with RiskyProject
authentication will be augmented with users, security groups, and organizational units
from Windows directory.

In both cases, switching from one authentication mode to another, any previously defined
organization structures and users will be preserved.
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About Project Permissions

You can control access to projects using project permission. Project permissions either allow or
deny users access to projects in your Portfolio. If you give access to a user (Manager or User),
they will have complete access to the specified project(s) given the permissions they have been
granted. User project permissions granted to a program (summary project) overwrite project
permissions to all of its projects.

Adding Project Permissions to a user
You must be an administrator to add or modify project permissions.

To add project permissions to a user:

1.
2.
3.

4.

From the File menu, click Users. The User Management panel opens.

Click the Project Permissions tab.

In the Project Name pane on the left, select the project to which you want to provide or

modify permissions. On the right is a table of organizational units and security groups.

From the list on the right, select the check box associated with the users or organizational
units to which you want to grant permission to the selected project. You can deny user access

by clearing the check boxes.
Click OK or switch to another tab.

User Management *
My Profile Users and Org. Structure Logon History License 1
. 2. Enable/Disable user of group for project:
1. Select project: "Software Inception” and subprojects
Project Name i‘ | Name Type | Project Access i‘

i [om sommcionion B SR yv—————— x
2 = Business Plan 2 [&] Peter Kara Administrator 15
3 = Requirement Gathering 3 [&] John Orly Administrator 15
4 [= Project Planning 4 |H® Managers Security Group
5 5 HF Users Security Group
(] -] ;=1 Software Elaboration & | =12 Finance Org.Unit
7 = Product Design 7 [&] Kate Jade User 15
3 2 [&] Nancy Cline User
9 |E& Software Construction Grand or deny access to specific =
10 [= Software Development project to specific user I
1 X
12 | = = Software Transition T T Jack Dossen Tser |
13 [= implementation and Deployment 13 [&] whitten Roger User |
14 [= Marketing: Trade Show, etc. 14 (EE] Org.Unit |
15 |= Project! 15 [&] John Orly Administrator | -

Users in different org.units or groups have different access to the projects.
or a user has different access to subprojects within a summary project
= User does not have access to the project
g LIJ e User has access to the project

o]

Cancel

Help
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e The project permission tab is not shown if the database does not have any projects. This may
occur if you just created a database.

e If yougrant or deny permissions to certain users on a summary project, the permissions will
be propagated down the project hierarchy to all sub-projects.

About the Logon History

The Logon History allows the Administrator to view the entire logon history of all the system
users. The history includes:

e User Name

e Role

e Logon Time
e Log off Time

e Computer ID; computer ID is shown in RiskyProject About dialog (question mark at the
right upper corner of RiskyProject window)

e License Type: RiskyProject Professional, Lite or Risk Register.
e Number of users currently logged on
e Number of rolling months that logon history will be kept.

To access logon history:
1. From the File menu, click Users. The User Management panel opens.
2. Click the Logon History tab.

Delete all open sessions

As an administrator, you can remove logon sessions that are currently open from the list. This can
be useful if the user “’killed” the application without properly exiting it. If you use the concurrent
user licensing model, it would limit the number of concurrent sessions and users may not be able
to logon to RiskyProject.

To delete open sessions, click Delete all open sessions.

Set the number of months logon records are kept

Depending on the number of users you have, you may want to keep the history at a manageable
size.

To set this period, type in the number of months in the months box and click OK.
Delete sessions from the list:

1. Select the sessions you want to delete.

2. Click the Delete selected sessions button.

Updating RiskyProject Enterprise License

You may update RiskyProject Enterprise license information:
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e type of users (concurrent or named users)
e maximum number of users

e license duration

You would need to obtain a RiskyProject license file (RiskyProject.lic) from Intaver Institute Inc.
Only an Administrator has to capacity to update license information.

To update RiskyProject Enterprise license information:

1.

2
3.
4

From the File menu, click Users. The User Management panel opens.
Click the License and Security tab.

Click on Browse and locate new RiskyProject.lic file.

Click OK or switch to another tab.

Switching Between Enterprise and Standalone Desktop
Configurations
You may switch between Enterprise and Standalone desktop configurations of RiskyProject and

vice versa at any moment. To do it use the Update RiskyProject License button on the Tools
pane of the toolbar.

@ Install Integration with Microsoft Project
Update RiskyProject License

RiskyProject Configuration
1 Update RiskyProject License —

Change RiskyProject license
information

If you switch from Enterprise configuration to standalone desktop configuration you must
have a license of RiskyProject standalone on your computer. If Enterprise configuration is
saved in the database, the standalone license is saved in the Windows registry. You would
need a license number, which is provided by Intaver Institute Inc.

If you switch from standalone desktop configuration to enterprise configuration, you need to
define database connection properties in the manner described in Chapter 2: RiskyProject
Enterprise Installation.

If you are in Enterprise mode, you may want to connect to a different database. Click on
Update RiskyProject License and select Enterprise: update database parameters. You
will be prompted to define database connection properties.

e You may switch from Enterprise configuration to standalone desktop configuration by clicking
on Start regular desktop license (ho database) with the RiskyProject Enterprise logon dialog.

e If the database connection is not available and your current configuration is Enterprise, you
will be prompted to define database connection properties.

e Your database connection properties are saved in the system registry:

Computer\HKEY_CURRENT _USER\Software\Intaver\RiskyProject Pro x.x
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If this registry entry is deleted or updated, you may be prompted to define database
connection properties again.

Connecting to a Different Database
You may connect RiskyProject Enterprise to a different database. To do so:
1. Click on the Update RiskyProject License button on the Tools pane of the toolbar.
2. Select Enterprise: Update database parameters
3. Restart RiskyProject.
4,

Define database connection properties in the manner described in Chapter 2:
RiskyProject Enterprise Installation.
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Other RiskyProject Configuration Steps

RiskyProject configuration consists of the following steps:
1. Configure users using File->Users...

2. Define enterprise options using Project->Options, such calendar options, calculation options,
default risk options, and others

3. Format the Risk Matrix using Risks->Format Risk Matrix or right click on Risk Matrix and
choose Format Risk Matrix.

Format the Risk Trend view: right click on Risk Trend chart and select Format Risk Matrix.
Define risk properties using Risks-> Define Risk Properties
Define risk categories using Risks-> Risk Categories

N o g &

Customize reports using:
Risks ->Risk Report -> Customize...
Risks->Risk Dashboard->Dashboard Settings. ..
Report->Statistics Report->Customize. ..
Report->Task Report->Customize. ..
Report->Report: All Risks->Customize...
Report->Project Dashboard->Dashboard Settings...
All steps except for user configuration are described in the RiskyProject User Manual.

For enterprise configuration all these settings and options are saved in the database. These
settings are common for all projects within a portfolio. The exception is Project Options. Project
Options and portfolio options can be different. Once a project is created and imported, it is
possible to define individual options for each project using Schedule->Options. However, the
system administrator may deny users the ability to define options for individual projects using the
settings on Project->Option.

Resources and calendars are defined on the project level and cannot be automatically shared within a
portfolio.

Configuring Integration with Proteus Envision®

RiskyProject Enterprise is integrated with Proteus Envision by SNA Software. To configure
integration with the Proteus Envision:

1. Go to Projects tab

2. Click on Preferences

3. Click on Envision Database Connection Settings
4

Define database connection properties in the manner described in Chapter 2: RiskyProject
Enterprise Installation.
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Notification Messages

RiskyProject supports sending notification messages to its users via e-mail. RiskyProject can be
executed using Windows Task Scheduler every 5 — 15 minutes without preventing user interface
and send out notification e-mails. Notifications can be configured using Notification Manager.
Notification Manager is accessible from Tools -> Notification Manager or from File -> User
Management -> License and Security Tab -> Notification Manager. After notifications are
configured, RiskyProject can read data from notification messages from the RiskyProject
database and send them. For more information about notification please read Notification
Messages in RiskyProject Enterprise User Guide.

Using Windows Task Scheduler for Sending Notification Messages

To execute RiskyProject using Windows Task Scheduler for notification messages it is
recommended to install RiskyProject Professional, Lite, or Risk Register on the server. This
installation can be done exactly the same way as on a client’s computer. A dedicated user can be
created to execute RiskyProject for notification messages. The user name and password for
RiskyProject installed on the server will be encrypted and saved in the registry. When
RiskyProject is executed by the Task Scheduler, no interface will be prevented and user name and
password will not be asked.

To configure Task Scheduler for notification messages:

1. Start Task Scheduler. Task Scheduler can be found by clicking on the Windows Start button
and typing “Task Scheduler” in the Search box.

2. Goto Console Tree (left pane) and click on Task Scheduler Library. If Console Tree is not
displayed, use “Show/Hide Console Tree” button in toolbar to show Console Tree.

3. Right click on central pane, which includes a list of scheduled tasks. Select Create New
Task... Properties dialog comes up.

4. Go to General tab. Enter task name, e.g. “RiskyProject Notification” and description, e.g.
“Send e-mail notifications”. We recommend checking RiskyProject Notification “Run
whether user is logged on or not”.
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F B
(% RiskyProject Notification Properties (Local Computer) u

General | Triggers | Actions | Conditions | Settings | History (disabled)

MName: RiskyProject Notification
Location: %
Author:

T S end e-mail notification messages using

Security options

When running the task, use the following user account:

Change User or Group...

() Run only when user is logged on
@ Run whether user is logged on or not

[] Do not store password, The task will only have access to local computer resources,

Run with highest privileges

[ Hidden Configure for: | Windows® 7, Windows Server™ 2008 R2 ']

| ok || conea |

5. Go to Triggers tab and create a new trigger by clicking on the New button at the bottom of
the dialog.

f
(B RiskyProject Notification Properties (Local Computer) M

General | Triggers | Actions | Conditions | Settings | History (disabled) |

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details Status

At 10:20 PM on 31/08/2016 - After triggered, repeat every 5 minu... Disabled

Click here to
create new
Trigger

[ ok || Ccancel
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6. In Edit Trigger dialog enter Trigger properties. The task may start at the current time and then
be repeated every 5-15 minutes for the duration of “Indefinitely”. To enable this trigger check
the Enabled checkbox at the bottom of the dialog.

[ Edit Trigger =)

Begin the task: IOI"I a schedule v]
Settings

@ Onetime Start  31/08/2016 [+ 10:20:57PM 5 [C] Synchronize across time zones

© Daily
) Weekly
) Monthly
Notifications
will be sent
every 5- 15
Advanced settings minutes

[T] Delay task for up to (random delay): |1 hour
Repeat task everyr 5 minutes - for a duration of: Indefinitely -
[] Stop task if it runs longer than: 3 days

[C] Expires |01/09/2017

The trigger
must be
enabled

Enabled

[ ok || concel |

Go to the Action tab and click on the New button at the bottom of the dialog. The Edit Action
dialog will come up.
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P

(% RiskyProject Notification Properties (Local Computer) l&]

| General | Triggers |Ad|0”5| Conditions | Settings | History (disabled]l

When you create a task, you must specify the action that will occcur when your task starts,

Action Details
Start a program C:\RiskyProject\Alm'x64'\Debug\RiskyProject.exe 1011

Click here to
create new
Action

' /_/' m | 3
| New. || Edit. || Delete

[ oK ] ’ Cancel ]

ke

8. In the Edit Action dialog click Browse, click on Browse button and select RiskyProject.exe
from your RiskyProject directory.

9. Enter argument 1011.
Edit Action =5

You must specify what action this task will pgl  Define

RiskyProject
Action: | 5Start a program path here -
Settings

Enter 1011
here

C\RiskyProject\RiskyProject.exe Browse... Z ﬁ

Add arguments (optional): 1011

Program/script:

|

Start in (optional):

oK ] ’ Cancel




